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1 Introduction

Addovation provides a cloud service integration platform that is located either in a professional hosted
environment, located within the borders of Norway or Sweden, Microsoft Azure or in your local in-house
environment. All that is required is an Internet Information Server and an SQL Server database (2008+). All
communication is done via REST-based interfaces; hence it is perfect for enabling collaboration between IFS
and the outside world. No passwords are stored in Addovation Cloud, and all communication through the
Cloud is encrypted.

1.1 Technical information

Addovation Cloud can work as self-hosted service or as Windows service. It runs three WCF services — Client
service and two Data services.

1.1.1 Client Service

Client service is a WCF REST service, which receives all the mobile clients’ requests. It uses HTTP binding with
transport-level security (HTTPS communication provides confidentiality and integrity protection for the
messages that are transmitted over the wire). It will be available on address
“https://server:48081/Addovation.Cloud/ClientService/” by default.

1.1.2 Data Service

Data service is a WCF service, which provides possibility to perform requests to IFS databases. It uses NET TCP
binding (socket endpoints) and NET HTTPS binding (websocket endpoints) with both transport and message
security configured and duplex communication (duplex contracts are supported) with Uplink service. It will be
by default available on address “net.tcp://server:48080/Addovation.Cloud/DataService/” for NET TCP binding
and on address “wss://server:48079/Addovation.Cloud/DataServiceWss/” for NET HTTPS binding.
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2 Prerequisites

These prerequisites are to make sure that all install packages and libraries are the same version (revision
number).

2.1 Cloud Manager & Uplink Manager

For example, the installation package name is “AutomationServer 2.0.0.28106 x86.msi”. Check the last digits of
the version in the file properties window.

ﬁ AutomationServer 2.0.0.28106 %86 Properties >
General Compatibility Digital Signatures Security
Custom Details Previous Versions
Property Value 2
Description

Title Installation Database

Subject AutomationServer 2.0.0.28106 x86

Categories

Taos Installer

Comments Thig installer database contains the |...
Origin

Authors Addovation

Revision number {5AAE34F8-53BC-409E-BEEB-ADE...
Cortent created 3412019 6:03 AM
Program name  Windows Installer XML Toolset (3.1,

File
MName AutomationServer 2.0.0.28106 x36....
ftem type Windows Installer Package

Folder path C:\Users\chpriDownloads
Date created 32015 10:14 AM
Date modfied 37172019 10:16 AM

i CACRID

Bemove Properies and Personal Information

Cancel Aoy

Figure 1 - Properties
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Run the installation package and check the same digits in the main installation window.

#¥ AutomationServer 2.0.0.28106 x26 Setup - X

Welcome to the AutomationServer
2.0.0.28106 x86 Setup Wizard

This Setup Wizard guides you through the process of
instaling, removing or changing the installation of the
Addovaton Automation Server on your computer, Chick Next
to continue or Cancel to exit the Setup Wizard,

Figure 2 - Start setup wizard
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2.2 AddoResources library

Addo Resource files will be installed in the following location by the installer.

» ThisPC » Windows (C:) » Program Files (x36) » Addovation * Automnation Server » Cloud Service » Adde Resources

-

Mame Date modified Type Size
Addovation.Cloud Apps.AddoResources...  2/25/2020 10:39 AM Application exten... 323 KB
Ife.Cloud.ObjectMadel.dll 2/25/202010:31 AM Application exten... T9KB
Ifs.Cloud Scripting.dil 2/25/2020 10:31 AM Application exten... 52 KB
Ifs.Fnd.Buffer.dll 2/25/2020 10:31 AM Application exten... 28 KB
Ifs.Fnd.Core.dll 2/25/2020 10:31 AM Application exten... 192 KB
Ifs.Fnd.Data.dll 2/25/2020 1:31 AM Application exten... 136 KB
itextsharp.dll 2/25/202010:31 AM Application exten... 3,908 KB
Newtensoft.Json.dll 2/25/2020 10:31 AM Application exten... 371 KB

Figure 3 - AddoResources

For example, the library file name is “Addovation.Cloud.Apps.AddoResources.dll”. Check the last digits of the
version in the file properties window.

| Addovation.Cloud. Apps.AddoResources.dll Properties *

General Securty Details  Previous Versions
Property Value
Description

File description  Addowation Cloud.Apps.AddoResources

Type Application

exfension
21523104

File version

Product name  Addowvation.Cloud.Apps.AddoResources
Product version 2.1.9.23104

Copyright Copyright & 2017
Size 815 KB

Date modfied  01/11/2018 11:33 AM
Language Language Neutral

Original flename  Addowation.Cloud . Apps. AddoResources. .

Bemove Properties and Personal Information

Cancel Apply
Figure 4 - Properties
Addovation © 2020 Setup Guide Page 6(49)
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3 Installation

3.1 Uplink Manager

Copy the installation package “AutomationServer 2.0.0.28106 x86.msi” to the server, which is going to be used
for the Uplink Manager and run it.

Click “Next” on the Welcome screen.

ﬂ AutormnationServer 2.0.0.28108 x26 Setup

Welcome to the AutomationServer
2.0.0.28106 x86 Setup Wizard

This Setup Wizard quides you through the process of
installing, removing or changing the installation of the
Addovation Automation Server on yvour computer, Click Mext
to continue or Cancel to exit the Setup Wizard.

Figure 5 -Start setup
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Review the license agreement and accept it, click “Next”.

ﬂ AutomationServer 2.0.0.28106 x26 Setup - X
End-User License Agreement
Please read the following icense agreement carefuly Addovat.on
LICENSE TERMS FOR ADDOVATION SOFTWARE A

IThese license terms are an agreement between Addovation and you, They
apply to the Addovation Software, and any accompanying documentation

1. ACCEPTANCE

BY INSTALLING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, YOU MUST NOT INSTALL,
USE, OR COPY THE SOFTWARE

2. INSTALLATION AND USE RIGHTS.
* You may install and use the software for agreed named users, or
comouters. or other unit of measure that are agreed between vou and

(A1 accept the terms in the License Agreement

wot | wa [me] | one

Figure 6 — End user license agreement

Click “Next” on “Environment configuration” screen without entering any configuration settings.

7 AvtomationServer 2.0.0.28106 x86 Setup b4
Environment configuration
Addovation
Select configuration
'Auem? 1 Ermvironment configurations govern acoess
Arure013 to avalable databases and ease the task of
Azure013_GK switching between them.
Race?5 5P2
Race 75595 Use the buttons below to add, remave or
RaceBDems edit exishing environments.

Figure 7 — Environment Confgiuration
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Enter a valid license key for AIS Uplink and click “Next”.

ﬁ AutomationServer 2.1.33474.33474 x 86 Setup

License and custom settings

Addovation

Enter License key and help Url,

License key (enter all characters induding any hyphens):

fesg6afdofosfa6a4fdgsfos4fg4fdgdafafdgfdg 4feassedikhs)3h 2 114j6hj56i5ha6h 56

Help URL:

|htt|:|5:,|f,|fwww.addovatinr1.comfsolutions,.’

Language
Engish (English) v

Back [ MNext | | cancel

Figure 8 - License and custome settings

| 4 AutomationServer 2.0.0.28106 x36 Setup

Configuration settings Addovation

be changed later by restarting the installation wizard, using the “Change” option,

;‘mﬂgnmm Use RS
(®) IFS Enterprise Explorer
[Juse as Defaut O sharePont
[Juse single signen
IFS version
IFSAppicationss v

Set up configuration parameters here to fit your partiaular installation. If needed, the settings can

Figure 9 — Configuration settings

Addovation © 2020 Setup Guide
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Verify that the chosen license key is not expired and valid for AIS Uplink. Click “Next”.

ﬁ AutomationServer 2,0,0.32920 %26 Setup

License key validation.

Addovation

The license key entered entitles you access to the listed modules. Click the "Get Batch” button to
create a batch installation file or "PL*SQL" button to execute database scripts {e.q. access granting

scripts).
Addovation
PDf Building Blocks 1/30/2021 Walid ”
Advanced Mail Merge 1/30/2021 Valid
Web Order 1/30/2021 Valid
PDF Agent 1/30/2021 valid
Delvery Ticket 1/30/2021 Valid
1 abhale and mailinge 12300701721 Aralid
[T as upink 1/30/2021 Valid |
DULI00K Syncronza T30 2021 Vand
AT5 1/30/2021 Valid
Message Tracking 1/30/2021 Valid
AIS Cloud 1/30/2021 Valid hd
Get Batch PL=5QL Back Cancel

Figure 10License key validation

Addovation © 2020
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Choose “Custom” setup to install “Addovation Uplink” only and skip other applications.

ﬁ AutornationServer 2.0.0.32904 x 86 Setup —

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Addovation

Installs all add-ins covered by your license, Recommended for most users,

I Custom I

Allows users to choose which program features will be installed and where

they wil be installed. Recommended for advanced users,

Complete

All program features will be installed. Mote that this requires the most disk

space, and potentially slows down Application startup.

Back Mext

Cancel

*

Figure 11 Choose setup type

Addovation © 2020 Setup Guide
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Disable all other components (if they are not used and installed on that server), except “Addovation Uplink”,
and click “Next”.

ﬂ AutomationServer 2.0.0.3 x86 Setup — >

Custom Setup
Select modules to be installed,

Addovation

Choose how modules are to be installed on your computer by dicking the icons in the

free below,
(- =3 = | Plugin Executer " Core files
[+ =3 | Document Agent
[+ =0 = | Addovation Cloud
I- --------- =3 ~ | Addovation Uplink
+- = ~ | Message Tracking This feature requires OKB on yaour
[#]-- =) = | Create Documents hard drive.

[ =0l = | ©365 CRM Sync
--------- = ~ | Create Document Azure Cor
{ }

C:\Program Files (x86)Addovation\Automation Server),

Reset Disk Usage Back Cancel

Figure 12 — Custom setup

Click “Install” to start the installation process.

ﬂ AutomationServer 2.0.0.28106 x26 Setup - X

Ready to change AutomationServer Addovation
2.0.0.28106 x86

Cick Install to begin the instalation, Ciick Back to review or change any of your
installation settings. Cick Cancel to exit the wizard.

Figure 13 Install
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You are done! The Uplink Manager is installed. Click “Finish” to close the window.

ﬁ AutomationServer 2.0.0.28106 x86 Setup - X

Completed the AutomationServer
2.0.0.28106 x86 Setup Wizard

Chck the Finish button to ext the Setup Wizard.

[ view User Guide (Recommended) Back Cancel

Figure 14 -Finish

By default, the Uplink Manager is installed to “C:\Program Files (x86)\Addovation\Automation Server\Uplink
Service” folder. Run “Addovation.Uplink.Manager.exe” to configure Uplink Manager.
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3.2 Cloud Manager

Copy the installation package “AutomationServer 1.1.6.23104 x86.msi” to the server, which is going to be used
for the Cloud Manager and run it.

#¥ AutomationServer 2.0.0.28106 x86 Setup - s

Welcome to the AutomationServer
2.0.0.28106 x86 Setup Wizard

This Setup Wizard guides you through the process of
nstaling, removing or changing the installation of the
Addovation Automation Server on your computer, Chick Next
to continue or Cancel to ext the Setup Wizard,

o s =

Figure 15 — Start setup

Click “Next” on the Welcome screen.

43 AutomationServer 2.0.0.28106 x86 Setup - X
End-User License Agreement
Please read the following icense agreement carefuly Addovation
LICENSE TERMS FOR ADDOVATION SOFTWARE A

These license terms are an agreement between Addovation and you, They
apply to the Addovation Software, and any accompanying documentation.

1. ACCEPTANCE

BY INSTALLING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, YOU MUST NOT INSTALL,
USE, OR COPY THE SOFTWARE

2. INSTALLATION AND USE RIGHTS.
* You may install and use the software for agreed named users, or
comouters, or other unit of measure that are agreed between vou and

FA1 accept the terms in the License Agreement

pet | | ma [em] | one

Figure 16 License agreement

Review the license agreement and accept it, click “Next”.

Addovation © 2020 Setup Guide Page 14(49)



Addovation

8 AutomationServer 2.0.0.28106 x35 Setup

Environment configuration

Addovation

Ervironment configurations govern acoess
to avalable databases and ease the task of
switching between them.

Uise the buttons below to add, remove or
edit extsting environments.

Figure 17 Environment confgiuration

Addovation © 2020
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Click “Next” on “Environment configuration” screen without entering any configuration settings.

‘ﬁ AutornationServer 2.0.0.32904 x 86 Setup =

License and custom settings

Addovation
Enter License key and help Url.

License key (enter all characters induding any hyphens):
I
Help URL:

|htu:us:H'.r-.".n".r-.'.addnvaﬁnn.mmfsnluﬁunsf

Language
English (English}) b

Figure 18 Licese and custom settings

The license key is not a mandatory field for Cloud Manager — you may skip it and click “Next”. If the license key
field is empty, you may see a window with this warning:

Error occured parsing license key, reason:
Invalid length for a Base-&4 char array or string.

Check that the license key is entered correctly,
ensure no line shifts or leading/trailing blanks, apostrophes etc,
accidentally are included.

If this is the first time this error occurred, try reenter the license key
correctly,

Figure 19 Warning

You can safely ignore this warning and click OK.
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Click “Next” on the “License key validation” window.

License key validation.

ﬁ AutomationServer 20028106 «36 Setup -

The license key entered entiles you access to the listed modules. Click the "Get Batch” button to
create a batch installation file or "PL*SOL" button to execute database scripts (e.g. access granting
srripts).

Addovation Demo License

A alid license key has not been entered. To run this application you need a license key. You can
still try the application, using demo data. To acquire a valid license key, or a time limited evaluation
key to use real data, please contact Addovation AS.

Get Batch PL=S0L Back Cancel

Figure 20 - License key validation

Addovation © 2020 Setup Guide

Page 17(49)



Addovation

Choose “Custom” setup to install “Addovation Cloud” only and skip other applications.

ﬁ AutomationServer 2.0.0.32904 x 36 Setup -

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Custom

they wil be installed, Recommended for advanced users,

Complete

space, and potentially slows down Application startup.

Back Mext

Addovation

Installs all add-ins covered by your license. Recommended for most users.

Allows users to choose which program features will be installed and where

All program features wil be installed. Mote that this requires the most disk

Cancel

Pt

Figure 21 Setup Type

Addovation © 2020 Setup Guide
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Disable all other components (if they are not used and installed on that server), except “Addovation Cloud”,
and click “Next”.

17 AutomationServer 2.0.0.3 x86 Setup — >

Custom Setup
Select modules to be installed,

Addovation

Choose how modules are to be installed on your computer by dicking the icons in the
tree below.

Flugin Executer LS Core files
Document Agent
Addovation Cloud
Addovation Uplink
Message Tracking This feature requires OKE on yaour
Create Documents hard drive.

0365 CRM Synic

Create Document Azure Cor s
£ >

C:\Program Files (x858)\Addovation\Automation Server’,

Reset Disk Usage Back Cancel

Figure 22 Custom Setup

Click “Install” to start the installation process.

[ 8 AutomationServer 2.0.0.28106 x26 Setup - X

Ready to change AutomationServer Addovation
2.0.0.28106 x86

Cick Install to begin the installation, Click Back to review or change any of your
installation settings. Cick Cancel to exit the wizard.

Figure 23 - Install

Addovation © 2020 Setup Guide Page 19(49)
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While installing the application, you may see this warning again:

Error occured parsing license key, reason:
Invalid length for a Base-64 char array or string.

Check that the license key is entered correctly,
ensure no line shifts or leading/trailing blanks, apostrophes etc,
accidentally are included.

If this is the first time this error occurred, try reenter the license key
correctly.

Figure 24 Warning
Don’t pay attention to it, just skip it by clicking “OK”".

You are done! The Cloud Manager is installed. Click “Finish” to close the window.

#39 AutomationServer 2.0.0.28106 x26 Setup - X

Completed the AutomationServer
2.0.0.28106 x86 Setup Wizard

Cick the Finish button to ext the Setup Wizard.

[ view User Guide (Recommended) Bock Canced

Figure 25 - Finish

By default, the Cloud Manager is installed to “C:\Program Files (x86)\Addovation\Automation Server\Cloud
Service” folder. Run “Addovation.Cloud.Manager.exe” to configure Cloud Manager.

Addovation © 2020 Setup Guide Page 20(49)
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3.3 AddoResources library

The AddoResources library together with the referenced libraries should be registered in the Cloud Manager

application. Choose “File / Manage Resources” in the menu as shown below.

File | WinService

Addovation Cloud Manager v2.1.7326.12956

Create EventLog

Manage Certificates

Open Customers folder

Exit

tart

number Status

Stopped
Stopped

Level Date/Time

Source

Start Al | | Stop Al | | Restart All |
Self-hoste Tracking
Event ID Category

1
a
X

Create instance
Remove instance
Configuration

Refresh

Clear event log

Figure 26 — Cloud Manager resources

Right click on the left-hand panel and choose “Add Customer” in popup menu to register a new Customer in

the system.

Manage customers Resources

User

'S
~/

Edit Customer

Delete Customer

Figure 27 — Customer resources

Addovation © 2020

Setup Guide
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Enter customer’s name and click “OK”.

Configure customer

Mandatory field

QK Cancel

Figure 28 — Configure customer

Right click in the middle panel and choose “Add System ID” to register a new System ID for the chosen
Customer.

Manage customers Resources

User

'
~/

I Addovation

Edit System 1D
Delete Systemn ID
Force Refresh

Force Stop

Customer/Systemld/Version: Addovation/null

Figure 29 — System IDs

Addovation © 2020 Setup Guide Page 22(49)
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Enter the preferred System ID and click “OK”. The certificate field may be configured later to assign System ID
with the corresponding SSL certificate.

Configure System I1D - = x
Mandatory field
Certificate:
Install Select
0]'4 Cancel

Figure 30 — Configure system ID

Right click in the right-hand panel and choose “Add Resource” to register the AddoResources libraries for the
chosen System ID.

Manage customers Resources

User

'S
~/

I Addovation ' race8.addovation.com

41

Edit Resource

Configure Resource
Delete Resource
Save Permission Set

Customer/System|d/Version: Addovation/race8.addovation.com/null

Figure 31 — Manage customer resources
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Enter the version number of AddoResources library (this version number is provided by Addovation). Click “Add
file” and choose all the files related to the AddoResources library. Click “OK” to finish installing new
AddoResources library.

Configure resource

Mandatory field

Files uploaded:
Addovation.Cloud Apps.AddoResources.dll
Ifs.Fnd.Core.dll
Ifs.Frnd.Data.dll
Ifs.Fnd.Buffer.dll
Ifs.Fnd.AccessProvider.dl|
Ifs.Cloud.ObjectModel.dll
Ifs.Cleud Scripting.dll
Mewtonsoft)son.dll
itextsharp.dll

Add file Add folder

QK Cancel

Figure 32 — Configure resources

Addovation © 2020 Setup Guide Page 24(49)
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4 Configuration

This is a two-part configuration: for Uplink Manager and for Cloud Manager.

4.1 Uplink Manager configuration

Open Uplink Manager application. Click on “Create instance” button to add new uplink service.

Addovation Uplink Manager v2.1.7326.12959 -

| Start | | Stop | | Restart

Title System 1D Status Self-hoste Create instance

Remowe instance

Configuration

Refresh

Clear event log

Level Date/Time Source Event ID Category

Figure 33 — Uplink manager

Addovation © 2020 Setup Guide Page 25(49)
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Enter the Instance name, System ID, IFS database URL and choose IFS database version for the new uplink service.

Create cloud instance -

Systern 10:

racell.addovation.com

Database URL: IFS version:
https:/ azurel13.addovation.corm: 42020 APPSID A
Data Service
Connection type:
MetTcp -
Host nare:
localhost

Port number:
43080

Address: Copy to Clipboard

net.tcp://localhost: 480280/ Addovation. Cloud/DataService/

Integration User for ADFS Login
Uzername:

Password:

Enter Password for integratiol

Self-hosted service
[ | Start Automatically

QK Cancel

Figure 34 — Create cloud

Addovation © 2020 Setup Guide Page 26(49)
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Configure the connection settings in Data Service section: Connection type, Host name, Port number, Address,
or leave it as it is. Click “OK” to create the uplink instance.

Addovation Uplink Manager v2.1.7326.12959 =

File | WinService

Create EventLog Restart
_ rstem 1D Status Self-hoste Create instance

Exit .

Configuration

Level Date/Time Source Event ID Category

Figure 35 — Manage Certificates

The communication between Uplink and Cloud is encrypted by SSL certificate. Select “File / Manage
Certificates” in main menu of the application to create a new SSL certificate for further communication.

Click “Generate new” button to add a new certificate for a particular System ID.

Certificates assotiated with System Ids -

System ID Certificate Valid from Valid to Generate new

Select existing

Configuration

Show in folder

Figure 36 — Generate New

Addovation © 2020 Setup Guide Page 27(49)
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Enter the same System ID and any Certificate subject to identify it, click “OK”. After the certificate is generated
and assigned to the System ID, it will appear in the list of the certificates used by the application.

Certificate for System 1D

Systern 1Dt

Enter unigue System ID |

Certificate subject:

ter subject's nam |

m

Er1

Start of the validity pericd:
1/12/2018 [

End of the validity period:
1/12/2019 iz

QK Cancel

Figure 37 — Create Certificate

This certificate must be copied and registered on the server, which is used for hosting Cloud Manager. Click
“Show in folder” button to go to the certificate file and copy this file to the Cloud Manager server.

Certificates assotiated with System Ilds

System 1D Certificate Valid from Valid to Generate new

171272018 171272019 -
Select existing

raceB.addovation.com raced
Remove

Configuration

Show in folder

Figure 38 - Certificates
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| = | Certificates

Home Share View

~
Mame

7 Quick access
[ Desktop
* Downloads
Documents
[&] Pictures

D’ CloudCertificates.xml

=) raceB.addovation.com.cer

% %% %

¢@ OneDrive
3 This PC

@ Metwork

2iterns 1 item selected 782 bytes

4 <« SYSTEM (C:) » ProgramData » Addovation » Certificates

Date modified

01,/12/2018 2:03 PM
01/12/2018 2:03 PM

- O x
v @
v O Search Certificates pel
Type Size
XML File 1KB
Security Certificate TKE

Figure 39 — Created certificates

4.2 Cloud Manager configuration

Open Cloud Manager application. Click on “Create instance” button to add a new cloud service.

Addovation Cloud Manager v2.1.7326.12956 = B x:
File  WinService
Start | | Stop | | Restart Start Al | | Stop Al | | Restart Al |
Title Port number Status Self-hoste Tracking
Clear event log
Lewvel Date/Time Source Event ID Category
Il
Figure 40 Cloud configuration
Addovation © 2020 Setup Guide Page 29(49)
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Enter the Instance name of new cloud service and Host name (DNS or IP) of the server.

Click “Generate Self-Signed Certificate” or enter SSL Certificate Thumbprint to identify the SSL certificate which
will be used to secure client requests to the cloud. Click “OK” to create the cloud instance.

Create cloud instance

Mandatory field =

Enter instance nams

Host name:

localhost

Data Service over Met Tcp
Port number:

48080

Address: Copy to Clipboard

net.tcp://localhost:48080/Addovation.Cloud/DataService/

Data Service over Hitps
Part number:

48079

Address: Copy to Clipboard

https://localhost: 48079/ Addovation. Cloud/DataSenviceWss/

Client Service
Port number:

42081

Address:
https://localhost42081/Addovation.Cloud/ Clientervice/

& HTTPS (O HTTP

‘ Copy to Clipboard

Mandatory field a3 e | Generate Self-Signed Certificate

Self-hosted service
[ ] start Autematically
Log to MessageTracking

MessageTracking ConnectionString:

Mobile Action Database

Server : Database Name:
Server Name Database Name
User Mame: Password :

User Name Password

Connecion String: Copy to Clipboard

Data Source=ServerInitial Catalog=DatabaseMarne User ID=User,Pa

Database Backup Path:
kup path

nter database ba

m

["] Disable automatic backup

Figure 41 — Create cloud instance
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Database Backup Path :

Entor database backup path

Disable automatic backup

QK Cancel

Figure 42 - Disable automatic backup

To avoid unnecessary complications, ‘Disable Automatic Backup’ option is provided users to skip the backup
when user doesn’t want backups to be executed automatically on Mobile Action database update.

If the option is unchecked , backup will be executed to the place where the user has defined or targeting the
default folder (C:\Addovation\Backups).

The communication between Uplink and Cloud is encrypted by SSL certificate. Select “File / Manage
Certificates” in main menu of the application to register the existing SSL certificate which was copied from
Uplink server.

Addovation Cloud Manager v2.1.7326.12956 = B *

File | WinService

Create Eventlog Start All Stop All Restart All

| MenageCerficates L i Self-hoste

Tracking Create instance
Manage Resources

Open Customers folder

Exit

Refresh

Lewvel Date/Time Source Event ID Category

Figure 43 — Manage certificates
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Click “Select existing” button.

Certificates assotiated with System Ids - b x

System ID Certificate Valid from Valid to
Remove

Configuration

Figure 44 — Select existing
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Find, choose, and select the copied SSL certificate (it is copied from Uplink server).

Now you can manage each version of AddoResources for each System ID of the particular Customer. Select
“File / Manage Resources” in main menu of the application.

Addovation Cloud Manager v2.1.7326.12956 = =
File | Win5Service
Create Eventlog tart Start All Stop All Restart All
Manage Certificates number Status Self-hoste  Tracking Create instance

Stopped v W -
Rermove instance
Open Customers folder Stopped v v
Exit Configuration
Refresh
Clear event log
Level Date/Time Source Event 1D Category

Figure 45 - Manage Resources
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Choose the Customer and select the item with the particular System ID. Do right mouse button click on it and
choose “Edit System ID”.

Manage customers Resources

User

4l

! Addowvation I race7.addovation.com 1.0.0
I race73sp2.addovation.com
I race73sph.addovation.com

I race8.addovation.com
I race9.addova Add System 1D

Delete System D
Force Refresh

Force Stop

Customer/Systemld/Version: Addovation/racel.addovation.com/2.1.0

Figure 46 — Edit System ID

In the opened “Configure System ID” window the SLL certificate must be assigned to that System ID.

Configure System 1D -

Systern ID:

racef.addovation.com

Certificate:

Install Select

(] Cancel

Figure 47 — Configure system ID

Click “Select” button and choose the item with the corresponding certificate, which was registered in the Cloud
Manager before (in the Manage Certificates section).
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Certificates Store - = x
Certificate Valid from Valid to
CM=raced 1/12/2018 11272019

QK Cancel

Figure 48 — Certificate store

Click “OK”. The chosen certificate is assigned to the selected System ID.

Select the item with the particular AddoResources version number. Do right mouse button click on it and
choose “Configure Resource”.

Manage customers Resources

User

i
~/

I Addowvation I raceT.addovation.com 1.00
21

I raceT3sp2.addovation.com

-

Add Resource
I race73spé.addovation.com Edit Resource

 rceaddoisioncom | Comouetesue

I raced.addovation.com Delete Resource

Save Permission Set

Customer/System|d/Version: Addovation/racel.addovation.com/2.1.0

41

Figure 49 — Customer resources
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The opened window allows to customize configuration for each version of AddoResources used for the selected
System ID. The configurations are grouped into several sections for each Addovation mobile product.

Enter or change the settings. Enter any connection strings if required and click “Save Configuration”.
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Configure Resources v2.1.0

AddForms settings
Application title AddForms

Use GetBinary for FileData
AddoResources settings
AddoResources App Version 211
AddoResources Product Version | 2.1.10.0

ADFS settings
Adfs Url adfs.example.com
Client ID 00000000-0000-0000-0000-000000000000
Resource Url adfs.example.com/resource
Return Url http://return
Use Adfs

Approval settings
Application title Approval
Currency format 0.00
Group by document class
| Use approval current steps
Use posting proposal
+| Use purchase order authorization

Configuration

+| Hide remember me and do not save password
Select theme Addovation -
DocBox settings

| Add/Rermove Favorites

App Center Scecret

Application title DocBox
Show Document Refresh Button

| Show Favorites

+| Show My Documents

| Show My WorkOrders

+| Show Search Documents

+| Show Service Contract
Generic settings
The maximum | 2048

Use docurment streaming

MobileAction settings
Application title Meobile Action

Run Service Mode

Theme XML Definit

ServiceManagement settings
Application title Service Management

DB connection string Data Source="**"*Initial Catalog=DBAddoAppConfig;User ID="""":Pass

TimeTracker+ settings
Application title Time Tracker+
Are to be executed by the user
+| Belongs to the user's Maintenance Organization

Having status ranging from (incl.) Released up to Work Done
+| Hide the ability to select Organization Code

| Hide the ability to Set In\Out Type Corrections
Planned Start date having value Started -

Show Corrections
Show Projects

Show Wage Codes
Show Work Orders

The timeout to reset the Employee Numb 10

Save Configuration Cancel

Figure 50 — Configure resources
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The Cloud Manager will ask if the cloud service should be restarted to apply the chosen configuration.

Addovation Cloud Manager

{ - y The Cloud services should be restarted to apply your changes.
A Restart them now?

Figure 51 — Restart cloud manger

Click “Yes”, if the Cloud service is already started or if you are not planning to restart it manually.

It’s possible to run the Cloud Service and the Uplink Service by two ways:

e via Self-hosted application
e  via Windows Service

Self-hosted application is a console application, which works in the interactive mode and shows the current
user all trace info about the service: when it’s started, when it fails, exception and warning messages,
connected endpoints, etc.

not loaded: Addovation - r addo on.com - 1.8.89

Solutions\cloud\Runtime‘\Customers\Ad)

8.8

Solutions\cloud\Runtime\Customers\Ad)

Figure 52 — Service status
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To make the service instance start via Self-hosted application, you should go the service instance configuration
window (in Cloud Manager or in Uplink Manager) and check the “Self-hosted service” box. Select the service
instance item in the list and click “Start” button.

Create cloud instance

Instance name:

local

Haost narme:

localhost

Data Service over Net Tcp
Fort number:

43080
Address: Copy to Clipbeard

net.tep//localhost: 428080/ Addovation. Cloud/DataService/

Data Service over Hitps
Port number:

43079
Address: Copy to Clipboard

P

https://localhost: 428079/ Addovation. Cloud/DataServicelWss/

Client Service
Port nurmber:

48081
Address: Copy to Clipboard

https:/localhost 42081 Addovation. Cloud/ClientService/

® HTTPS  HTTP

S5 Certificate Thumbprint: Generate Self-Signed Certificate
ef28c20802bcf1e70e1d33 ddBeachibIcB2ddb

Self-hosted service
[ | Log to MessageTracking

MessageTracking ConnectionString:

0]'4 Cancel

Figure 53 — Self hosted service
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4.3.2 viaWindows Service

Hosting the service as Windows Service, the user will not be able to see any trace info in the interactive mode.
However, the services will start automatically after rebooting the server machine.

Stop the service
Restart the service

Description:
Haost service for Addaovation Cloud
WCF services

L) ActiveX Installer (AxInstSV)
dovation.Cloud.
\':); Adobe Acrobat Update Service
'-J,:-:J-Adobe Flash Player Update Service
5 Adobe Genuine Software Integrity ...
@;Allloyn Router Service

'».L::); App Readiness

'\L:-:);Apple Mobile Device Service
'-.',:-:J;Appllcatlon Host Helper Service

-J:! Application ldentity

: Application Information

@;Application Layer Gateway Service
@;Application Management

: AppX Deployment Service (AppXSV...
'-J:;‘!; Araxis Snapshot Service

iC), ASPNET State Service

'».L::); AssignedAccessManager Service

@; Auto Time Zone Updater

'-.',:-:J Background Intelligent Transfer Ser...
:Background Tasks Infrastructure Se...

'».'3}; Base Filtering Engine
<

Provides User Account Control validation for th
vice for Addovation Cloud W
Adobe Acrobat Updater keeps your Adobe soft...
This service keeps your Adobe Flash Player inst...
Adobe Genuine Software Integrity Service

Routes Allloyn messages for the local Allloyn cl...
Gets apps ready for use the first time a user sign...

Provides the interface to Apple mobile devices.
Provides administrative services for 115, for exa...

Determines and verifies the identity of an applic...

Facilitates the running of interactive application...

Provides support for 3rd party protocel plug-in...

Processes installation, removal, and enumeratio...
Provides infrastructure support for deploying 5t...
Uses Systern Restore to take a periodic hard driv...

Provides support for out-of-process session sta...
AssignedAccessManager Local Server
Automatically sets the system time zone,
Transfers files in the background using idle net...

Windows infrastructure service that controls wh...

The Base Filtering Engine (BFE} is a service that ...

Running
Running

Running

Running

Running

Running

Running
Running

Running

,{ Services - O ®
File  Action View Help
e FEGE Hm > eann
= Services (Local) 5‘;; Services (Local)
Addovation.Cloud.Service Mame - Description Status Startup Type

Manual

Automatic
Automatic
Manual
Automatic
Manual (Trigger 5t
Manual
Automatic
Automatic
Manual (Trigger 5t
Manual (Trigger 5t
Manual

Manual

Manual

Manual

Manual

Manual

Disabled
Automatic (Delaye
Automatic

Automatic

Extended )(Standard /

Figure 54 - Services
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To make the service instance start via Windows Service, you should go the service instance configuration
window (in Cloud Manager or in Uplink Manager) and uncheck the “Self-hosted service” box.

Create cloud instance

Instance name:

local

Haost narme:

localhost

Data Service over Net Tcp
Port number:

43080
Address: Copy to Clipboard

net.top://localhost 428080/ Addovation. Cloud/DataService/

Data Service over Hitps
Port nurmber:

48079
Address: Copy to Clipbeard

P

https://localhost 48079/ Add ovation. Cloud/DataServiceWss/

Client Service
Port number:

43087
Address: Copy to Clipboard
https://localhost 42081 Addovation. Cloud/ClientService/

& HTTPS ) HTTP

S5l Certificate Thumbprint: Generate Self-Signed Certificate
ef28c20802bcf1e70e1d33 1 ddGeaeh3b3cB2dab2

Self-hosted service

[] Log to MessageTracking

MeszageTracking ConnectionString:

QK Cancel

Figure 55 — Uncheck self hosted service
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Choose “WinService / Install” in main menu of the application and then click “WinService / Start” to run all
service instances via single Windows Service control.

Addovation Cloud Manager v1.4.9.0

WinService

 Em—
Uninstall
Title Port number
St
loc art
Stop
Level Date/Time

Status
Stopped

Start Al | | Stop Al | | Restart Al |
Self-hoste  Tracking
L L
Event 1D Category

Create instance

Remove instance
Configuraticn

Refresh

Clear event log

Figure 56 - Install
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5 ADFS

With ADFS login integrated into Service Management and Mobile Action you can now login via ADFS or Azure
AD instead of an IFS user. Because ADFS tokens are not supported in IFS this works by creating an integration
user and running impersonation on top of it. It also supports Multi-Factor Authentication.

The user will first login via the app and after entering the cloud and system id the user will be taken to a secure
Microsoft webpage where the user will enter username and password. The webpage requires an SSL certificate
to make the connection secure which means that the user either need a local certificate installed on the device
or the company can use a global certificate. The ADFS server will check the credentials towards Active Directory
and the ADFS server then sends a token to the user if the credentials are correct. This token also allows users to
login to the app later without having to login again (depends on configuration in ADFS server). The token
contains several claims but the one we are interested in is the UPN value which looks like user@company.com.
We use it to login to IFS so make sure it matches the Directory ID.

5.1  ADFS values
The values which are needed to configure ADFS for the mobile application:

Adfs Url: the Url that will connect to the ADFS server or Azure. The value will normally be the name of the
server plus an endpoint that points to the authorization method. So it might be https://your-adfsserver-
here/adfs/ouath2. Keep in mind that there are more variations.

Client ID: This is the identifier that allows ADFS to identify the app that is being used. It is a GUID that is created
in the ADFS server via PowerShell or Azure.

Resource Url: This is an endpoint that controls how the user can login and what values will be passed to the
ADFS token. This can be a relaying party trust, a generic resource if you are on Azure or any other value that
can handle how a user can login.

Return Url: This is a value that is created in ADFS or Azure that can be anything as long as it is in http format. It
is just a value to tell ADFS or Azure that the connection is secure.
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6 IFS configuration

First, we create an integration user in IFS.

User - Integration User

Identity: INT_USER

|ser Name: Imtegration User

Directory ID: INT_LISER

Language: en W
E-mail:

Database ID: INT_USER

Figure 57 — Integration user

We then create a user in IFS that we will login with a directory id that matches the username in AD or Azure.

|User logon name:
|rs | | @shydashboard no W |

IUser logon name (pre-Windows 2000):
|SKYDASHBOARD || |

Figure 58 — Logon Details

User - MinADFSuser

Identity: CROL_USER

User Mame: MinADF Suser

Directory ID: RS@SKYDASHEOARD MO

Language: il L]
E-mail:

Database ID: CROL_USER

Figure 59 — ADFS user
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6.1 Cloud configuration

Go to “File / Manage Resources” in main menu and do “Configure Resource” for the particular version of
AddoResources.

Manage customers Resources

User

i
~/

I Addovation " race7.addovation.com 1.00
21

I raceT3sp2.addovation.com Add Resource

' raceT3spb.addovation.com Edit Resource

| et addonsionan | Comoueteonee

I raced.addovation.com [elete Resource

Save Permission Set

Customer/Systermnld/Version: Addovation/racel.addovation.com/2.1.0

4l

Figure 60 — Configure resources
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Enter the values inside “ADFS settings” section and check the “Use Adfs” box to enable ADFS login.

Configure Resources v2.1.0

AddForms settings
Application title | AddForms

Use GetBinary for FileData

AddoResources settings
AddoResources App Version | 2.1.0

AddoResources Product Version | 2.1.9.0

ADF5 settings

Adfs Url | adfs.exarmple.com
Client 1D | O0000000-0000-0000-0000-
Resource Url | adfs.example.com/resourc

Return Url | https/freturn
Use Adfs

Approval settings
Application title | Approval

Currency format 0,00

Crminn e damimm mmd ~laee

Figure 61 — ADFS settings
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6.2 Uplink configuration

The integration user credentials must be entered inside uplink instance configuration window.

Create cloud instance

Instance narmne:
raced

Systern ID:

raced.addovation.com

Database URL: IF5 wersion:
http://raceldemo: 520280 APPSR -

Data Service
Connection type:

MetTcp -
Host name:

localhost
Port nurmber:

43080
Address: Copy to Clipboard

net.tep/flocalhost: 428020/ Addovation. Cloud/DataService/

Integration User for ADFS Login
Uzername:

Enter Usemame for Integratic

egratic
Paszword:

oo Dn rmterd e T p 7
Enter Fassword for Inregratg

Self-hosted service

] Cancel

Figure 62 — Create cloud instance

The credentials will be encrypted after saving.
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6.3 Authentication

When you enter the Cloud Url and the System ID and if the corresponding AddoResources library is configured
to use ADFS, the Username and Password fields are hidden.

SERVICE VMIANAGEMVMIENT
test (]

raced.addovation.com

Figure 63 - Authentication

Clicking on “Login” button will redirect you to ADFS login screen. Enter the Username and Password for your
AD user.

ADFS Login

Sign in with your organizational account

someone@dexample.com

Password

Figure 64 — ADFS Login

Clicking on “Clear ADFS info” button will clear the cached ADFS token, and you will have to pass the ADFS
authentication once again in order to enter the application.

7 Upgrade

7.1 Upgrading old versions to Automation Server 2.1. 33715 or higher.

While performing an upgrade, environments and license key should be added again, due to the fact that
previously configured environments won't be available during and after the upgrade.
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