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1 Installation Guide

1.1 Pre-installation instructions

Before the module is uninstalled, changed, or repaired, make sure that config files in the Directory and web
config file with related message Tracking folder in inetpub are backed up properly.

ﬁ AutomationServer 2,1.34252,34252 %86 Setup — *

Welcome to the AutomationServer
2.1.34252.34252 x86 Setup Wizard

The Setup Wizard allows you to change the way
AutomationServer 2.1.34252, 34252 86 features are
installed on your computer or to remove it from your
computer, Click Mext to continue ar Cancel to exit the Setup
Wizard.

ot

Figure 1 — Setup Wizard

The Automation Server is installed through an MSI package. Run the .msi file and follow the installation wizard.
Review the license agreement and accept it, click “Next”.
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ﬁ AutomationServer 2.1,34252,34252 %86 Setup — *
End-User License Agreement -
) - Addovation
ease read the following license agreement carefully
LICENSE TERMS FOR ADDOVATION SOFTWARE &

These license terms are an agreement between Addovation and you. They
apply to the Addovation Software, and any accompanying documentation.

1. ACCEPTANCE

BY INSTALLING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, YOU MUST NOT INSTALL,
U5E, OR COPY THE SOFTWARE

2. INSTALLATION AND USE RIGHTS.
»You may install and use the software for agreed named users, or
computers. or other unit of measure that are aereed between vou and

I accept the terms in the License Agreement

Print Back Cancel

Figure 2 — End-User License Agreement
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1.2 Environmental Configuration

ﬁ AutomationServer 2.1.34252,34252 x36 Setup

Environment configuration

Select configuration:

JotronDevl -
JotronDev2

Jotun Dev

Jotun QA

Loomis

Loaomis Prod
Loomis Test
Race755P2
Race75 5Po
Racey5sp2Centura
RacesDemo
RacelDey
RacedsP2

Race85P2-2

Addovation

Environment configurations govern access
to available databases and ease the task of
switching between them,

IUse the buttons below to add, remove ar
edit existing environments.

Add new Delete Modify

Figure 3 — Environmental Configuration

When installing the software for the first time, you will need to specify which environment(s) you wish to be
able to connect to. You do this by clicking the Add new button. When upgrading to a new version, or modifying
an existing installation, you may choose to retain the current settings and simply click Next or make changes to

the environment configuration by clicking Modify.

You will be able to choose between the environments in the AlS login dialog, from any of the supported MS

Office applications.
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1.3 Configuration Settings

The configuration settings allow you to customize your installation.

ﬁ AutomationServer 2.1,34252,34252 %86 Setup >
Configuration settings

Addovation

Set up configuration parameters here to fit your particular installation. If needed, the settings can
be changed later by restarting the installation wizard, using the "Change” option.

Confi ti
- IJse server URL's

|rau:e9deu
(®) IFS Enterprise Explorer

[]Use as Default () sharePaint

] Use single signon

IFS version
IFSApplicationsd e

Figure 4 - Configuration Settings

Configuration name: Choose a name that describes the configuration (e.g. Race 8 demo), if it should be the
default logon choice, and whether IFS is configured for single sign-on.

Server URLs: Select the server URL of your choice
IFS Version: Choose your IFS version

If you are not sure what options to check, leave the default values. You can change the values temporarily from
within the application at any time.

To add a new environment, you need to specify the address to IFS Extended Server (e.g. server1:58080), the
Application owner (e.g. IFSAPP) and the IFS portal (e.g. http://race75sp6:58080/).
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ﬁ AutomationServer 2,1,.34252,34252 %86 Setup >

Data access information

Addovation

Enter database connection string, application owner and portal Url,

Database connection (e.g. 'server1:5805807:
Ira::egdev: 58030

App owner (e.g. TFSAPP):
[1FsapP

IFS Enterprise Explorer (e.g. 'http: /fserver 1: 580807:
Ihtu:l:ﬂra::egdeu: 53030

Figure 5 - Data Access Information

The Database connection must use the prefix HTTP or HTTPS (in lower-case).

ﬁ AutomationServer 2.1.34252.34252

L

36 Setup >

Data access information

Addovation

Enter database connection string, application owner and partal Url,

Database connection (e.q. 'server 1: 53080:
Iracegde'u': 53080

App owner (e.g. TFSAPP):
|1FsaPP

IFS Enterprise Explorer (e.q. ‘http:/fserver 1:53080°):
Ihttp :ffrace9dev: 58080

Warning x

Flease use the prefix http or https (in lower-case] for the
Dratabase connection.

Figure 6 - Data Access Information
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ﬂ AutornationServer 2.1,34252,34252 %86 Setup >

Data access information

Addovation

Enter database connection string, application owner and portal Url,

Database connection (e.g. 'server1: 580307:

:f frace9dev: 58080

App owner (e.g. TFSAPP):
|IFsapp

IF5 Enterprise Explorer (e.g. 'http: /fserver 1: 580807;
Ihtu:l:ﬂracegdeu: 53030

Figure 7 - Data Access Information
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1.4 Additional Settings

In the Additional Settings dialog, you can define a symbol that exclude classes and formats with this particular

symbol. This field is defaulted to the asterisk symbol. You can also define the Document Search URL in this
dialog.

ﬁ AutomationServer 2,1.34252,34252 x 86 Setup >

Additional settings

Addovation

[ ] pisplay only default company classes when checking in
Exdude dasses and formats where description contains:

Document search URL:

|fsemredfdu:uu‘nawmcuc'l'lﬂeﬂ'u'w.page

Figure 8 — Additional Settings
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1.5 License Key

You will have received a license key from Addovation upon purchase of the AIS. Please enter the license key
during the configuration of the software.

ﬁ AutomationServer 2,1.34252,34252 x 36 Setup X

License and custom settings

Addovation

Enter License key and help Url.

License key (enter all characters induding any hyphens):
I

Help URL:

|htt|:|s:ﬂ'.r-.".r'.".r-.'.adduvaﬁnn.cumfsuluﬁunsf

Language
English {English) A

Figure 9 - License and custom settings

In the Help URL field, you can specify what the help symbol in the AIS will point to. Included in the AlS is an
online user documentation. The link is normally already filled in, so if you don’t want to provide your own
information, you can leave it as is.

When you have entered the correct license key, you will receive a validation listing the products and their date
of expiry.
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ﬁ AutormnationServer 2.1,34252,34252 %86 Setup >
License key validation. -
Addovation
The license key entered entitles you access to the listed modules. Clidk the "Get Batch” button to
create a batch installation file or "PL*SQL" button to execute database scripts (e.g. access granting
scripts).
Addovation
| Product name Exp. date License state
AIS Uplink 10/9/2021 Walid
AIS 10/9/2021 Walid
Message Tracking 10/9/2021 Valid
AIS Cloud 10/9/2021 Walid
Office365 10/9/2021 Walid
Create Document Serv 10/9/2021 Walid
Document Agent 10/9/2021 Valid
Plugin Executer 10/9/2021 Valid
Get Batch PL=5GL Back Cancel

Figure 10 — License key validation
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1.6 Simple distribution - ‘Get batch’

The ‘Get batch’ option allows you to install the software on several machines, without having to enter your
settings multiple times.

ﬁ AutomationServer 2.1.34252,34252 %86 Setup >
License key validation.

Addovation

The license key entered entitles you access to the listed modules. Clidk the "Get Batch” button to
create a batch installation file or "PL*SQL" button to execute database scripts (e.g. access granting

scripts).
Addovation
| Product name Exp. date License state

AIS Uplink 10/9/2021 valid
ATS 10/9/2021 Valid
Message Tracking 10/9/2021 Valid
AIS Cloud 10/9/2021 Valid
Office365 10/9/2021 \alid
Create Document Serv 10/9/2021 Valid
Document Agent 10/9/2021 Valid
Plugin Executer 10/9/2021 Valid

Get Batch PL=SGL Back Cancel

Figure 11 — Get Batch

When you click on the button ‘Get Batch’, a .bat file is created, which will launch the .msi using the settings you
defined in the current installation.

Observe the following with generating the batch file:

e The batch file must be executed by a user having administrator rights

e If you experience problems running from a network drive, try to copy the installation file to a local
drive

e The batch file created can only be used to install 32 bit or 64-bit version, depending on the installation
file.
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Save As X
P 5 > ThisPC > Documents Search Documents el
Organize v New folder - (2]
B This PC ~ Name - Date modified Type Al
B 3D Objects Adobe 2017-03-01 12:25 File foldes
B Oesktop Altova 2016-07-27 2224 PM  File folder
2 Doc Any Video Converter 2016-11-08 1201 File folder
- Any Video Converter Professional 2016-11-08 12:12 File folder
& Downloads P
FeedbackHub . 10 1:14PM  File folder
) Music Graphics 2016-09-30 10:33 File folder
& Pictures IFS 2018-02-0 21 File folder
B Videos ifsDocsTemp 2018-02-01 402 PM  File folder
s Local Disk (C:) ISExpress 2016-08-16 11:06 ...  File folder
« Local Disk (D) Integration Services Script Component 2016-11-09 3:17PM  File folder v
L) LA} L) : 4 ‘ )
File name: | AutomationServerinstall_2.1.34252.34252.bat v|
Save as type: | Batch files (".bat) v
A Hide Folders Cancel

Figure 12 — Save batch file

A .bat file and a .PS1 file is generated at your chosen location.

When you want to distribute the software to other computers, download the .msi, the.bat and the .PS1 file to
the chosen computer. Open the .bat file and right click ‘run as administrator’. The installation file will then run

with your chosen parameters, installing AIS on the computer.

Addovation © 2020 Setup Guide
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1.7 Automatic installation of scripts - PL*SQL

If this is the first time you run the AlIS installation, you need to run the PL*SQL function.

ﬁ AutomationServer 2.1.34252,34252 %86 Setup >
License key validation.

Addovation

The license key entered entitles you access to the listed modules, Clidk the "Get Batch” button to
create a batch installation file or "PL*SOL" button to execute database scripts (e.g. access granting

scripts),
Addovation
| Product name Exp. date License state

AIS Uplink 10/9/2021 Valid
AlIS 10/9/2021 Valid
Message Tracking 10/9/2021 Valid
AIS Cloud 10/9/2021 Valid
Office365 10/9/2021 Valid
Create Document Serv 10/9/2021 Valid
Document Agent 10/9/2021 Valid
Plugin Executer 10/9/2021 Valid

Get Batch PL=5GL Back Cancel

Figure 13 — PL*SQL script
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Addovation Automation Server 2.1.34252.34252 x86 >

Execute PL"SQL scripts Addovation

Scripts to be executed:

ADDO_SETUP
ADDO_DEFAULT_GRANTS
ADDO_PRES_OBJ_CORE

Execute using

| [ | Browse

sername: |

Passwaord: |

Envirenment: |Hace A5P2-2 j

Bxecute | Close

Figure 14 — Execute PL*SQL scripts

Click on the PL*SQL button and type in your username and password (Usually IFSAPP or IFSADM) and the
environment where you would like to install the scripts.

If you have scripts saved to your drive, you can browse for these using the ‘browse’ button. Click ‘Execute’ to

run the scripts and to give the necessary access and grants. The wizard will confirm that the scripts were run
successfully. You may have to enter parameters for some of the scripts
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1.8 Customized setup

Under ‘custom setup’ you can select the way the features are to be installed for the various MS Office
components. Click on the icons in the tree list to adjust the installation for the components.

ﬁ AutornationServer 2,1,.34252,34252 %86 Setup — ot

Choose Setup Type Addovation

Choose the setup type that best suits your needs

| Typical |

Installs all add-ins covered by your license. Recommended for most users.

Custom
Allows users to choase which program features will be installed and where
they wil be installed. Recommended for advanced users.

Complete

All program features will be installed, Mote that this requires the most disk
space, and potentially slows down Application startup.

Back Mext Cancel

Figure 15 — Setup Types
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ﬁ Automationserver 2,1.34252,34252 x 36 Setup — et

Custom Setup
Select modules to be installed.

Addovation

Choose how modules are to be installed on your computer by dicking the icons in the
tree below.

Plugin Executer - Core files
Document Agent
Addovation Cloud
Addovation Uplink
Message Tracking This feature requires 158KE on your
Create Documents hard drive.

M365 CRM Sync

Create Document Azure Cor w

£ >

Location: C:\Program Files (x36) \Addovation\Automation Server), ez

Reset Disk Usage Back Cancel

Figure 16 — Custom Setup
Components

e |IFSto SQL Server Plugin

e  Plugin Executor

e Document Agent
Reads files or emails from configured folder or mailbox and does stuff like create work orders or other
IFS items.

e Addovation Cloud

e Addovation Uplink

e  Message Tracking

e Create Documents

e M365 CRM Sync

e Create Document Azure Consumer

Location
Always try to use default location if possible. It’s easier to find the folders if they are where they should be.
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1.9 Disk Space Requirements

According to the selected features in the above step, disk space requirement is calculated and displayed in the
Required Column. You can see this by pressing the Disk Usage.

ﬁ AutomationServer 2.1.34252,34252 x 36 Setup >

Disk Space Regquirements g l IIOUB tiDn

The disk space required for the installation of the selected

Highlighted volumes do not have enough disk space available for selected features. You
can either remove some files from the highlighted volumes, install fewer features, or select

different destination drives.
Volume Disk Size Available Required
= Iof 442GE 224GE 380ME
s 1999GE 227GE OKE
=i 1999GE 227GE OKE
== 1999GE 227GE OKB
£ >

Figure 17 — Disk Space Requirements
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1.10 Ready to Install

After adjusting the disk space as per the need in your local machine you can complete the installation

Ready to install AutomationServer
2.1.34252.34252 x86

ﬁ AutormationServer 2,1.34252,34252 x 36 Setup

Back

Addovation

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

B Instal

Cancel

Pt

Figure 18 - Install

Addovation © 2020 Setup Guide
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Message Tracking web site is not be able to install/upgrade without IIS. Setup will exit after giving below

warning message.

ﬁ AutomationServer 2,1.34252,34252 x 86 Setup -

Installing AutomationServer Addovation
2.1.34252.34252 x86

Please wait while the Setup Wizard installs AutomationServer 2. 1,34252, 34252 x86.

Smmi Warning ey

Please install 115 feature before installing Message Tracking
web site

QK |

Figure 19 - IIS requirement

ﬁ AutormnationServer 2,1.34252,34252 x 86 Setup —

Completed the AutomationServer
2.1.34252.34252 x86 Setup Wizard

Click the Finish button to exit the Setup Wizard.,

VA=Y SOFR

View User Guide (Recommended) Back Cancel

Figure 20 - Finish

Addovation © 2020 Setup Guide
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2 Upgrade

2.1 Missing Keys/values

When an upgrade is done from a version before renaming of M365CRMSync (Ex: version with 0365CRMSync
To version with M365CRMSync), If new key/values are added to the config file, the new key/values will not be
included in the ‘_servie_id.config’ file.

So, it is recommended to compare “Addo.AIS.M365CRMSync.Daemon.exe.config file with
“Addo.AIS.M365CRMSync.Daemon.exe_servie_id.config” for any changes in key/values pairs in config. If there
are missing pairs, those key/values should be included manually in the
“Addo.AIS.M365CRMSync.Daemon.exe_servie_id.config” file before the following steps to be executed.

2.2 Upgrading from old version to Automation Server 2.1.33794.33794 or higher
version.

Multiple services creation facility has been introduced with released version, Automation Server 1.1.18.27828.
After an upgrade using Automation Server 2.1.33794.33794 or higher, the previous default config file will be
backed up to the new folder from the old folder and old folder will be removed.

But follow below steps to get service worked without any conflict.

e Assume that user has old config file, “Office365IFSSyncDaemon.exe.config”. It will be copied to the
new folder (Ex: ‘M365CRMSync’) and renamed as “Addo.AlS.M365CRMSync.Daemon.exe.config”.

1. Delete the old service (using SC DELETE command as described later in this document).
2. Provide a value for ‘ServicelD’ in the config file.
3. Install the service.

2.3 Upgrading using a version between 1.1.18.27828 & 2.0.0.32580 to Automation
Server 2.1.33794.33794 or higher version.

Because of the changes done for the name of M365 CRM Sync module, folder names also have been changed
occasionally as follows.

1. 0365CRMintegration
2. 0365CRMSync
3. M365CRMSync

After an upgrade, the previous config files will be backed up to the new folder from the old folder and old
folder will be removed. But follow below steps to get service worked without any conflict.

e Assume that user has old config file, “Addo.AlS.0365CRMIntegration.Daemon_App10.exe.config”. It
will be copied to the new ‘M365CRMSync’ and renamed as
“Addo.AlIS. M365CRMSync.Daemon_App10.exe.config”.

1. Delete the old service (using SC DELETE command as described later in this document).
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2. Get a copy of that old config file to a separate folder/place and rename the old config file to
“Addo.AIS.M365CRMSync.Daemon.exe.config” and replace existing file in M365CRMSync folder
(Ex: “C:\Program Files (x86)\Addovation\Automation Server\M365CRMSync”.)

3. Install the service.

Important:

If the installed M365 CRM Sync service doesn’t work at any point, due to any technical reason, service should
be uninstalled and installed again.

2.4 Upgrading old versions to Automation Server 2.1. 33715 or higher.

While performing an upgrade, environments and license key should be added again, due to the fact that
previously configured environments won't be available during and after the upgrade.
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3 Message Tracking
Addovation Message Tracking is a common platform for all supervision and message logging.

The integration solution for Microsoft 365 will log all user’s synchronizations in Message Tracking. If something
goes wrong in any user's sync, mail alerts will be sent to a configurable mail address.

The integration is a flexible solution. Configuration can be done per customer.

Login to Message Tracking should be done by an administrator.

AUTOMATION SERVER

Log in.

Email

Password

Login

© 2018, Addovation - Automation Server Dashboard

Versicn: 11016641

Figure 21 — Message tracking Login
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3.1 Setup ‘0365’ message category

e Admin-> MESSAGE CATEGORIES
e Register the message category ‘O365IFS’

| - Index - Automation Serv. X

&« C | @ localhost:8089/MessageCategoryAdmin

AUTOMATION SERVER

ADMIN LOG QFF

MESSAGE CATEGORY PREVIEW
Create New
Message Category

Demo Edit | Details | Delete

@ 2017, Addovation - Automation Server Dashboard

Versian: 1.1.0.23285

Figure 22 - Message category

< = 0O ‘ localhost:2089/Mess

goryAdmin/Create

AUTOMATION SERVER

ADMIN LOG OFF

ADD MESSAGE CATEGORY

MESSAGE_CATEGORY
0365IFS

DESCRIPTION
0365IFS

Create

Back fo List

© 2017, Addovation - Automation Server Dashboard

Versien: 1.1.0.28891

Figure 23- Create message category
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&< > 0O ‘ localhost:2089/MessageCateg

min

AUTOMATION SERVER

ADMIN LOG OFF

MESSAGE CATEGORY PREVIEW
Create New
Message Category
Demo

0365IFS

Edit | Details | Delete

Edit | Details | Delete

© 2017, Al lion - Server Di

Versior: 11028891

Figure 24 - Message category

e  Go to Admin -> Users -> click on ‘Edit’ (Edit the admin user)

&« - O ‘ localhost:8089/AccountAdministration

AUTOMATION SERVER

ADMIN LOG OFF

USERS PREVIEW
Create New
User Name

admin@addovation.com

Email Roles Categories

admin@addovation.com Admin

© 2017, Addovation - Automation Server Dashboard

Version: 1.1.0.26691

Edit

Figure 25 — Edit user

e Add the ‘0365IFS’ category to the user & Save

e Now the menu is extended.

Addovation © 2020

Setup Guide
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ccountAdministra

<« — O ‘ localhost:3083

n.Collections.Genenic.List

AUTOMATION SERVER

O363IFS v MESSAGE OVERVIEW DASHBOARD CONFIG ADMIN LOG OFF

UPDATE USER

User Name

Roles Categories
dmil ddovation.
admin@addovation.com - Admin [pemeo
Emat [FloaesIFs

admin@addovation.com

Save

Back to list

Figure 26 — Edit user

< = 0O ‘ localhost:208¢ stration w5 ‘ == e

0365IFS v MESSAGE OVERVIEW DASHBOARD CONFIG ADMIN LOG OFF
USERS PREVIEW

Create New
User Name Email Roles Categories
admin@addovation.com admin@addovation.com Admin 0365IFS Edit
© 2017, Addovation - Automation Server Dashboard
Verson: 1.4.0.20891

Figure 27 — Add 0365IFS
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3.2 Setup Category Type/s

e Admin-> MESSAGE TYPES

0365IFS v | MESSAGE OVERVIEW DASHBOARD CONFIG ADMIN LOG OFF

ADD MESSAGE TYFPE

MESSAGE_TYPE
SYNC_ACTIVITIES|

DESCRIPTION

Syncronization of events

Create

Back fo List

Figure 28 - Category Type/s
3.3 Setup basic data for message tracking service.

e  Open Message Tracking Dashboard
e Go to ‘admin’ page and select ‘Message Tracking Configuration’

0O365IFS ~| MESSAGE OVERVIEW DASHBOARD CONFIG ADMIN LOG OFF

SYSTEM ADMINISTRATION
USERS

MESSAGE CATEGORIES

I MESSAGE TRACKING CDNFIGUF!ATIDNI

TABLE CONFIGURATIONS
BATCH OVERVIEW

BATCH ITEMS

ROLES

MESSAGE TYPES

LOG VIEW

MESSAGE OVERVIEW

ITEM HISTORY

Figure 29 - Message Tracking Configuration

Addovation © 2020 Setup Guide
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e Create New or Edit basic data for the given Message Type

Details
Delete

Edit
Details
Delete

MESSAGE TRACKING -SETTINGS

Message Message Type
Category

0365IFS  SYNC_ACTIVITIES

0365IFS  SYNC_CONTACTS

INFORMATION_REFERENCE CLEANUP_TRACKINGS_DAYS OLD CLEA

Figure 30 - Basic data

Addovation © 2020

Setup Guide
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0365IFS v MESSAGE OVERVIEW DASHBOARD COMNFIG ADMIN LOG OFF

UPDATE MESSAGE TRACKING SETTINGS

MESSAGE_TRACKING_CONFIG_TAB

MESSAGE_TYPE
SYNC_ACTIVITIES v

MESSAGE_CATEGORY
0365IFS v

INFORMATION_REFERENCE

CLEANUP_TRACKINGS_DAYS OLD
2

CLEANUP_MESSAGES DAYS_OLD
2

CLEANUP_ERR_TRACKINGS_DAYS OLD
2

CLEANUP_ERR_MESSAGES_DAYS_OLD
30

REPROCESS_LOCATION

REPROCESS_RIGHTS
NONE

CLEANUP_ALERTS _DAYS_OLD
2

Save

Back to List

Figure 31 — Message tracking basic data
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4 Setup Azure Portal AD App Registration setup

To use role-base access control within only one organization, it needs to register an Azure Active Directory
application, service principle and assign the required permission. The registration gives an ‘Application ID’. It
will be used to work with M365 CRM Sync service.

4.1 Create an Azure Active Directory application.

1. Signinto the azure account & select ‘Azure Active Directory’.

&~ - O {nt & | https://portal.azure.com/#home hrd 3= JZ\, &

p S e sewms“ S e _

Azure services

+ &4 ¢ ©@ =T & =

Create a Azure Active Subscriptions Cost Service Bus Resource Virtual
resource Directory® Management + groups machines
@ = -
App Services Storage Mare services

accounts

Figure 32 - Azure Active Directory
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2. It will be redirected to the overview page.

Home > addornd - Overview

addornd - Overview

Azure Active Directory

| 0 fearch (Ctri+/) i

|<\

O ovenview
#" Getting started

#¢ Diagnose and solve problems

Manage

& Users

£ Groups

Bl Organizational relationships
4. Roles and administrators
Bl Enterprise applications

¥ Devices

App registrations

i)

Identity Governance

|

Application proxy
Licenses
Azure AD Connect

Custom domain names

@ Tl & B

Mobility (MDM and MANM)
Password reset

Tl Company branding

£33 User settings

Properties

Motifications settings

W Security

Meonitoring

) Sinnaine

~

£

& | https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/Overy

SRS RSN

@ Switch directory  [ii] Delete directory

o All Azure AD security features are now in one place. You can find *Security’ at the bottom of the menu on the

left. Try it out.

addovation.eu

addornd

Azure AD for Office 365
Sign-ins
40
30
20
10
0
Oct 20 oa 27 Mov 3 Nav 10 Nov 17

What's new in Azure AD
Stay up to date with the latest release notes and blog posts.

36 entries since July 20, 2019. View archive =

R Mew feature
B 2l services (38)
. Gi M it -

[ collaboration (4 C:;;mr::;iemen
[] user Authentication ~ (7) September 20, 2019
[ Access Contral (@)
o . Bulk manage

Directory (3) groups and
[ identity security & members using

Protection CSV files in the

“ Azure AD portal
[] Monitoring & Reporting (Public Preview)
@]
D Identity Lifecycle
Management

Documentation o X

-

Your role

Global administrator
Moare info

Find

| Users

| Search

Azure AD Connect sync

Status Mot enabled
Last sync sync has never run

Create

& User

@ Guest user

& Group

Enterprise application

App registration

Other capabilities

Identity Protection

Privileged Identity Management
Tenant restrictions

Azure AD Domain Services

Access reviews

sl i il a_ o ar

Figure 33 - Overview
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3. Select ‘App Registrations’ from the menu.

&« = 0O m £ | https://portal.azure.com/#blade/Microsoft_AAD_|AM/ActiveDirectoryMenuBlade/Overy ¥ = 1 =

p Sy i Se""i""es- oo oz _

Home > addornd - Overview

addornd - Overview Documentation of X
Azure Active Directory
| O Search (Cirl+/) | « @> switch directory  [ii] Delete directory
- o All Azure AD security features are now in one place. You can find ‘Security’ at the bottom of the menu on the -
O overview left. Try it out.
#" Getting started
. addovation.eu
#¢ Diagnose and solve problems
addornd
Manage Azure AD for Office 365
U . .
& Users Sign-ins Your role
& Groups 40 Global administrator
) More info 7
B Organizational relationships E
& Roles and administrators a0 Find
- . . | Users
I Enterprise applications 10
CJ Devices | Search
o
i App registrations Oct20 Oct 27 Nov 3 Nav 10 Nov 17 Azure AD Connect sync
(&} Identity Governance Status Mot enabled
What's new in Azure AD Last sync Sync has naver run
- -
¥ Application proxy Stay up to date with the latest release notes and blog posts.
% L L ) Create
b Licenses 36 entries since July 20, 2019. View archive =
& User
b Azure AD Connect
@ Guest user
. ) Mew feature
k| Custom domain names n All services (36) Group
. Group Management - : o
2 Mobility (MDM and MAM) [ collaboration (&3] Collaioratioa Enterprise application
- App registration
Password reset (] user authentication () September 20, 2019
- . 2 P
T Company branding D Access Control @ Bulk Other capabilities
|:| Direct e ulk manage ] )
€52 User settings irectory groups and Identity Protection
0 _ [] 1dentity Security & members using Frivileged Identity Management
Properties Protection CSV files in the Tenant restrictions
e . 4 . .
. Notifications settings ® Azure AD portal Azure AD Domain Services
@ secui [] Menitoring & Reporting (Public Preview) Actess reviews
ty M
Monitoring D I.d‘entlty LrFec.ycIe
https:.l'f’partal.azure.comf#bladea’Micmsoﬂ_AAD_IAM.-’ActiveDiredoryMenuBIadefRegisleredA. Mot Coter Tt e e 5

Figure 34 - App Registrations
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4. You can find the already created ‘Owned Applications’ here.

Azure Active Directory

[0 Search (Cri+y) | «

~

O overview
#" Getting started

#¢ Diagnose and solve problems

Manage
L Users
£ Groups
#E Organizational relationships
4. Roles and administrators
I Enterprise applications
[ Devices
¥ App registrations @
(4} |dentity Governance
¥ Application proxy
‘4 Licenses
b Azure AD Connect
&=| Custom domain names
2 Mobility (MDM and MAM)
Password reset
Tl Company branding
€52 User settings
Properties
Motifications settings

W security

Monitoring
https://go.microsoft.com/fwlink/?linkid=2094809

&« = 0O m £ | https://portal.azure.com/#blade/Microsoft_AAD_|AM/ActiveDirectoryMenuBlade/Regist = 1 =
T e e e e _
Home > addornd - App registrations
Z:= addornd - App registrations =

-+ New registration & Endpoints ﬂ Troubleshooting ' Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new —»

Still want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

| 2 start typing a name or Application ID to filter these results X

Display name Application (client) ID  Created On Certificates & secrets
ﬂ EU ada?b9d0-b847-4ccd-... 2/22/2019 @ Current
15 Isuru ech37ed2-3112-4ee8-9... 10/24/2019 @ current
Anders a2felade-4282-473d-... 11/7/2018 @ current
n AndersApp bfdde1d9-ae7f-410a-.. 11/7/2019 @ current
CRMintegration Saafcbe0-f410-4870-8... 11/19/2019 @ Current
“ MysSync b7af106b-4653-437c-...  11/19/2019 @ Current

Figure 35 - Owned Applications
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5. Click ‘New Registration’ to register a new application.

= Microsoft Azure p —_ e Sen{.ms’ S — _

Home > addornd - App registrations

addornd - App registrations £ X

Azure Active Directory

O Search (Ciri+/) | “ —+ New registration @) Endpoints  £? Troubleshooting (7 Got feedback?

E

o o ) ~ o Welcome{ythe new and improved App registrations (now Generally Available). See what's new —»
veniaw

#" Getting started A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more

L Still want to use App registrations (Legacy)? Go back and tell us why
#. Diagnose and solve problems

Figure 36 - New Registration

6. Provide an application name.

= Microsoft zuire p — e Sewjms’ S — _

Home > addornd - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| MyApp o
s

Supported account types

Wheo can use this application or access this API?

@ Accounts in this organizational directory only (addornd only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web N | | e.g. https;//myapp.com/auth

Figure 37 - Application name
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7. Select a supported account type, which determines who can use the application. In this case select
‘Accounts in this organizational directory only’.

5 «—EII A\ Register an application X i—}— v = O X

— — I & | httpsy//portal.azure.com/#blade/Microsoft_AAD_|AM/ActiveDirectoryMenuBlade/Regisi = 1 o=

= Microsoft Azure e e _

Home > addornd - App registrations > Register an application

Register an application X

* Name

The user-facing display name for this application (this can be changed later),

[ Myappl v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (addornd enly - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web v | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies &7

Figure 38- Accounts in this organizational directory only
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8. Provide a redirect URI of the location where the authorization server sends the user once the
application has been successfully authorized and granted an authorization code or access token. The
authorization server sends the code or token to the redirect URI.

a. URI must begin with the ‘https’. ‘http’ can be used for localhost URIs (an exception for certain
scenarios).

b. URI should be case-sensitive. Case should be matched the case of the URL path of the
application.

¢.  Maximum of 256 characters can be used for each redirect URI.

Register an application

The user-tacing cisplay name tor this application (this can be changed later).

| myapp

Supported account types

Who can use this application or access this API7
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web " | | https://customer.com vy

Figure 39- Redirect URI

Important

Applications running under credentials with administrator privileges can be very powerful, so please be
sure to keep the application's ID and secret credentials in a secure location.
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9. In‘Overview’ you can find created application information.

— — I W & | httpsy/portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad hrg = 1 =

p S i MS' oo o2 _

Home > addornd - App registrations > MyApp
Eii MyApp X

[2 Search (Ciri+) | “ [i] Delete @ Endpoints

B Overview @ o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

%} Quickstart Display name Suppor‘[eq;l ac_count types
MyApp My organization only

Manage Application (client) ID Redirect URIs
89abe24f-90f1-4a52-aed7-a082dc%asb2c 1 web, 0 public client

& Branding Directory (tenant) ID Application 1D URI

o 872f0783-9830-4daf-96e5-ef04dcb16e27 Add an Application 1D URI

3) Authentication

Object ID Managed application in local directory
Certificates & secrets 9bcb6740-f725-4299-82d3-d85calbasba1 MyApp

A

-2+ AP| permissions

o Welcome to the new and improved App registrations. Lecking to learn how it's ch d from App regi

@ Expose an API (Legacy)? Learn more
iF Owners
& Roles and administrators (Pravi... .
. ¢ Call APIs Documentation
il Manifest & Microsoft identity platform
fn’l. Eg] Authentication scenarios
Support + Troubleshoating Authentication libraries
Code samples
&2 Troubleshoating @ % @ Microsoft Graph
- Glossary
MNew support request . o .
“ Build more powerful apps with rich user and business data Help and Support
from Microsoft services and your own company's data
SOUrCes.
View APl permi
Sign in users in 5 minutes
al &
S 1] l'l
©=d0
Use our SDKs to sign in users and call APIs in a few steps
View all quickstart g
httpsi//portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade//qui & \;

Figure 40 - Overview
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10. Copy and keep the Application(client) ID saved in a secure location.

<~ = 9] iy & | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationiMenuBlad w = 1 o=

e e e _

Home > addornd - App registrations > MyApp

g MyApp =
|/O Search (Ctrl+/) | “ E Delete @ Endpoints

B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —»

4} Quickstart Display name
MyApp

Application (client) ID

rted account types
panization only

Copy to clipboard
URIs

Manage =
89abe24f-90f1-4a52-aed7-a082dc3abb2c % 1 web, 0 public client
£ eranding Directory (tenant) ID Application ID URI
i 872f0783-9830-4daf-96e5-ef04dch 1627 Add an Application ID URI
3 authentication
Object ID Managed application in local directory
Certificates & secrets 9bcb6740-f7e5-4299-82d3-da85calbadbdl MyApp

A

-2+ AP| permissions

o Welcome to the new and improved App registrations. Locking to learn how it's ch d from App regi

a Expose an AP (Legacy)? Learn more

iF Owners

2 Roles and administrators (Previ... .

. ¢ Call APIs Documentation

i Manifest & Microsoft identity platform
fnll. Egl Authentication scenarios

Support + Troubleshooting Authentication libraries

Code samples
&2 Troubleshooting w % @ Microsoft Graph
. Glossary
& New support request Help and Support

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

View APl permissions

Signin users in 5 minutes
Y
OO O R W
]|
ul
Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides

Figure 41- Application(client) ID
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4.2 Grant Permission

1. For Microsoft365 CRM Sync you will need to grant access to specific APIs.

p S e Sewms S oz _

Home > addornd - App registrations > MyApp
i MyApp 7o

[£ Search (Ctrl+) | « [i] Delete @& Endpoints

ye

B o . 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
L veniew

é} Quickstart Display name Suppor‘tec_l ac_count types
MyApp My organization only
Manage Application (client) ID Redirect URIs
89abe24f-90f1-4a52-aed7-a082dc%asb2c 1 web, 0 public client
& Branding Directory (tenant) ID Application ID URI
. 872f0783-9830-4daf-96e5-ef94dcb16e27 Add an Application 1D URI
3) Authentication
Object ID Managed application in local directory
Certificates 8 secrets 9bcb6740-f725-4299-82d3-d85calbasb41 MyApp
-2+ AP| permissions .
@ o Welcome to the new and improved App registrations. Locking to learn how it's changed from App registrations

& Exposean AP| (Legacy)? Learn more

I Owners

Rol d administrat: Pravi... .
&s and administrators (Previ Call APIs Documentation

a Microsoft identity platform
Ml Authentication scenarios

Bl Manifest

Figure 42 - Grant Permission
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2. Goto ‘APl Permission’ & click ‘Add a Permission’.

< — O M £ | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad

Home > addornd - App registrations > MyApp - APl permissions

%) MyApp - API permissions

|,O Search (Ctrl+/) | « () Refresh

B overview . -
- Configured permissions

3 Authentication

il Manifest

Support + Troubleshooting
£ Troubleshooting

I New support request

httpsi//docs.microsoft.com/en-us/azure/active-directony/develop/v2-permissions-and-conser .

API / Permissio... Type Description Admin C...
Certificates & secrets
e ~ Microsoft Graph
- APl permissions @
User.Read Delegated  Sign in and read us... -
& Expose an API
iF Oowners
% Roles and administrators (Previ...

e e e _

%} Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
Manage
2 Branding ' Add a permission | | Grant admin consent for addornd

Status

Figure 43- APl Permission
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e e e e

Home > addornd - App registrations > MyApp - APl permissions

= MyApp - APl permissions

[ 2 Search (Ctriy) | “ (O Refresh

B Overview . .
Configured permissions

é} Quickstart Applications are authorized to call APIs when they are granted permissions by usersfadmins as part of the
Manage
& Branding " Add a permission ‘ ‘ Grant admin consent for addornd

3 huthentication

API / Permissio... Type Description

Certificates & secrets

e ~ Microsaft Graph
-2 APl permissions

User.Read Delegated  Signin and read us...

& Expose an AP

Admin C... Status

Figure 44 - Add a permission
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3. Onthe Request APl permission page, select ‘Microsoft Graph’

Home > add

9 MyA

0 Search (C

A\ Request APl permission X
< - O @

Microsoft Azure

| Microsoft APIs

£ | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/applicationienuBlad

2 Search resources, services, and docs (G+/)

Request API permissions

Select an AP

B Overview

& Quickstar

Manage
B2 Branding
3 Authentic
Certificats
= APl perm
&b Expose at
i Owners
4 FRoles anc

Eil Manifest

Support + Trol
&# Troublesk

4 New supj

Commonly used Microsoft APls

APls my organization uses

My APls

Micresoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility =

Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Jm

A Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

;‘. Intune

Programmatic access to Intune data

Ez) SharePoint

Interact remotely with SharePoint data

More Micrasoft APls

% Azure Batch

Schedule large-scale parallel and HEC
applications in the cloud

W Azure Data Explorer (with
w ‘ Multifactor Authentication)

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘(§.¢ Dynamics 365 Business Central

Programmatic access to data and
functionality in Dynamics 363 Business
Central

u Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

@ Skype for Business

Integrate real-time presence, secure
messaging, calling, and conference
capabilities

‘ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

Azure Data Lake

Access to storage and compute for big
data analytic scenarics

rj Flow Service

Embed flow templates and manage flows

Power Bl Service
Programmatic access

to Dashboard resources such
as Datasets, Tables, and Rowsin Power Bl

L 4
% ‘ Azure Data Explorer
Perform ad-hoc queries on terabytes of

data to build near real-time and complex
analytics solutions

r:J Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

Figure 45 - Microsoft Graph
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4.

"
4

=
d

&
a

Select ‘Application Permission’ .

N ) B £ | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad > = 1 &
Home > add  Request APl permissions x
_3- MyA C All APIS

£ Search (C

Overview

Quickstar

Manage

Branding
Authentic
Certificats
APl perm
Expose ar
Owners

Roles anc

Manifest

Support + Tro

Troublesk

MNew supy

Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user. Jl'"]

Add permissions Discard

Figure 46 - Application Permission
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5. Search for permissions you require to add to the application.

Home > add

9 WA

O Search (C

i Overview

g Quickstar

Manage

B2 Branding

3) Authentic
Certificat

APl perm

o ¢

Expose ar

Owners

Rales anc

il Manifest

Support + Trol
&2 Troublesk

2 New sup;

&« - 0O @

& | httpsy/portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad hrg = ﬁ\, =

p S i MS' e e

Request APl permissions

CAll APIs

Microsoft Graph
https://graph.microsoft.com/ Docs (]

What type of permissions does your application require?

Delegsted permissions

Your application needs to access the AP as the signed-in user.

Select permissions

X

Application permissions

signed-in user.

Your application runs as a background service or daemen without a

expand all

| Type to search

Permission

> AccessReview

> AdministrativeUnit

> Application

> AppRoleAssignment

> ApprovalRequest

> AuditLog

> BitlockerkKey

> Calendars

> Calls

> ChannelMessage

> Chat

> Contacts

> DelegatedPermissionGrant
> Device

» DeviceManagementApps

» DeviceManagementConfiguration

Add permissions Discard

Admin Consent Required

Figure 47 - Application Permission
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For Example: ‘mail” and under ‘Mail’ check ‘Mail.Read’ & ‘Mail.Send’.

Home > add

9 MyA

2 Search (C

B Overview

{.} Quickstar

Manage
T2 Branding
3) Authentic
Certificat
< APl perm
& Expose at
¥ Owners
% Roles anc

il Manifest

Support + Trol
&2 Troublest

5 Mewsupj

£ | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad w = 1 o=

e o e and o )

Request API permissions

{ all APIs

Microsoft Graph
https://graph.microsoftcom/ Docs ('

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Application permissicns

Your application runs as a background service or daemon without a
signed-in user,

Select permissions expand all
| mail \/
Permission Admin Consent Required

> MailboxSettings

O MailboxSettings.Read

Read all user mailbox settings (0 Yes
O MailboxSettings.ReadWrite y
Read and write all user mailbox settings (O es
> Mail S . . . .
Allows the app to read mail in all mailboxes without a signed-in user.
O Mail.Read %
Read mail in all mailboxes % es
n Mail. ReadBasic y
Read basic mail in all mailboxes & =
O Mail.ReadBasic.All y
Read basic mail in all mailboxes (0 es
O Mail.ReadWrite y
Read and write mail in all mailboxes © =
O Mail.Send y
Send mail as any user () &
Add permissions Discard

Figure 48 - Application Permission
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& = O w £ | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationhMenuBlad hrg = 1 =
Home > add  Request APl permissions b
-3- MyA { All APIS

@ Microsoft Grz_aph
https://graph.microsoft.com/ Docs (]

B Overview  What type of permissions does your application require?

g Quickstar Delegated permissions lication permissions
eg p P!
Your application needs to access the AP as the signed-in user. Your application runs as a back d service or d 1 without a
Manage signed-in user.
2 Branding
Select permissions expand all
3) Authentic
mail v
Certificat
Permission Admin Consent Required
= APl perm
> MailboxSettings
& Expose at
~ Mail (1)
7 Owners
Mail.Read
® V|
» Rolesanc Read mail in all mailboxes © &S
[ Manifest O Mail.ReadBasic @ v
Read basic mail in all mailboxes () s
Support + Tro
O Mail.ReadBasic.All v
&2 Troublesk Read basic mail in all mailboxes @ e
2 Newsup; 0 Mail.ReadWrite Y
Read and write mail in all mailboxes O =
0 Mail.Send
Yes

Send mail as any user (O

Add permissions

Figure 49 - Add Permissions

And select ‘Add Permissions’.
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6. Permissions are not granted or effective yet.

« = 0O (n & | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad h*d = 1 =

p S e MS' S oz _

Home > addornd - App registrations > MyApp - API permissions

. . >
/] Updating permissions 112 PM
Successfully saved permissions for MyApp.

) MyApp - APl permissions

«
| O Search (Cirl+/) | C) Refrash
Permissicns have changed, please wait a few minutes and then grant admin consent. Users and/or admins will have
2 Overview to consent even if they have already done so previously.
L% Quickstart
Configured permissions
Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
& sranding consent process. The list of configured permissions should include all the permissions the application needs,

Learn more about permissions and consent

3) authentication

+ Add a permission | | Grant admin consent for addormnd
Certificates 8t secrets
= API permissions API / Permissio... Type Description Admin C... Status
& Expose an AP ~ Microsoft Graph wes
B Owners MailRead  Application Read mail in all mai... Yas A Not granted foraddornd ==+
& Roles and administrators (Previ... UserRead  Delegated  Signinand read us.. - o
fil Manifest

s

Support + Troubleshooting

&2 Troubleshoating

2 New support request

Figure 50 — Configure permissions
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7. Select ‘Grant admin consent’ since admin consent may not be shown immediately after consent has

been granted.

p S e Sewmi e £

) MyApp - APl permissions

&
|/f.'J Search (Ctrl+/) |

Home > addornd - App registrations > MyApp - APl permissions

() Refresh

# X

B Overview

Permissicons have changed, please wait a few minutes and then grant admin consent. Users and/or admins will have

to consent even if they have already done so previously.

é} Quickstart

Manage

&2 Branding

O]

Authentication

Certificates & secrets

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.
Learn more about permissions and consent

" Add a permission | | Grant admin consent for addornd

U

- API permissions APl / Permissio... Type Description Admin C... Status
& Expose an AP ' Microsoft Graph wen
B Owners MailRead  Application Read mail in all mai... Yes A Mot granted for addornd ==+
4 Roles and administrators (Pravi... User.Read Delegated  Signinand read us... - rer
Figure 51 - Grant admin consent
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8. Sign into the relevant account.

Sign in to your account - Microsoft Edge

& | https://login.microsoftonline.com/872f0783-9830-4daf-96e5-ef94dcb16e27/adminconsent?client_id=89abe24f-90f1-4a52-aed7-a082dc9abb2c&login_hint=admin@addornd.onr

B® Microsoft

Pick an account

Andreas Isengaard
admin@addornd.onmicrosoft.com
Signed in

+ Use another account

Terms of use  Privacy & cookies

Figure 52 — Sign in
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9. This prompt will grant the app access to the requested data on behalf of the entire tenant.

Sign in to your account - Microsoft Edge == O X

& | https://login.microsoftonline.com/872f0783-9830-4daf-96e5-ef94dcb 16e27/reprocess?ctx=rQIIAACAIAES)Dg5YWIIMjRMLTkWZJEtNGE 1MiThZWQ3LWEWODJIKYzIhNmiyY3ISChD7

B® Microsoft

admin@addornd.onmicrosoft.com

Permissions requested
Accept for your organization

MyApp

This app would like to:

N/ Sign in and read user profile

\/ Read mail in all mailboxes

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy

statement. You can change these permissions at
https://myapps.microsoft.com. Show details

https://login.microsoftonline.com/872f0783-9830-4daf-96e5-ef94dcb16e27/Consent/Set Terms of use  Privacy & cookies

Figure 53 — Accept
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10. You may notice that admin consent may not be shown immediately after consent has been granted.
You have to wait few minutes to see the latest consented permissions.

— — I & | httpsy/portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad hrg = I =

‘D o e Sewms e e

Home > addornd - App registrations > MyApp - APl permissions

%) MyApp - API permissions

|,O Search (Ctri+/) | « () Refresh

B Overview

o Admin consent may not be shown immediately after consent has been granted. Please wait a few minutes and then
refresh your page to see the latest consented permissions.

4% Quickstart

Configured permissions
Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
& Branding consent process. The list of configured permissions should include all the permissions the application needs.

Learn more about permissions and consent
3) authentication

+ Add a permission | | Grant admin consent for addornd
Certificates 8 secrets
- API permissions APl / Permissio... Type Description Admin C... Status
& Expose an AP| “ Microsoft Graph e
B owners Mail.Read Application  Read mail in all mai... Yes - e
& Roles and administrators (Previ... User.Read Delegated  Signin and read us... - = rer
il Manifest

Support + Troubleshooting
£? Troubleshooting

I New support request

Figure 54 - Consented permissions
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11. To Get your application secret ID, select ‘Certificates and Secrets’ on the APl application page.

— — I W & | httpsy/portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad hrg = 1 =

p S i MS' oo o2 _

Home > addornd - App registrations > MyApp - Certificates & secrets
MyApp - Certificates & secrets X

[0 Search (Cirly)

|<<

i Overview

4% Quickstart

Manage
& Branding
3) Authentication
Certificates 8 secrets @

-2+ AP| permissions

[

Expose an API

Owners

2+ Roles and administrators (Previ...

il Manifest

Support + Troubleshooting
&2 Troubleshoating

2 New support request

https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade//qui § 5

Credentials enable applications to identify themselves to the authentication service when receiving tokens at a
web addressable location (using an HTTPS schame). For a higher level of assurance, we recommend using a
certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be
referred to as public keys.

" 7 Upload certificate "

Mo certificates have been added for this application.

Thumbprint Start Date Expires

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

" New client secret

Description Expires Value

£ >

Mo client secrets have been created for this application.

Figure 55 - Certificates and Secrets
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12. Select ‘New Client Secret’

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

New client secret |

Description @ Expires Value

<

Mo client secrets have been created for this application.

Figure 56 - New Client Secret
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13. Type the description as you require and select the ‘Expire’ option and ‘Add’.

/A MyApp - Certificates &

&« = O @ & | https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlad

Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > addornd - App registrations > MyApp - Certificates & secrets

MyApp - Certificates & secrets b

«
|/D Search (Ctrl+/} | Add a client secret

B overview

Description
& Quickstart [ Mysecre]
Manage Expires I}
- In1
=2 Branding @® m1year
() In2 years
3 Authentication
) mMever

Certificates & secrets

-2+ API permissions
& Expose an AP add -

¥ Owners

Client secrets

&+ Roles and administrators (Previ...

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

2 Troubleshooting Description Expires Value

il Manifest

I Mew support request & o

No client secrets have been created for this application.

Figure 57 — Description
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14. Copy and keep the key value saved in a secure location.

&~ — D m & | httpsy//portal.azure.com/#blade/Microsoft_AAD_Registered Apps/ApplicationMenuBlad hrd = 1=

SRS _

Home > addornd - App registrations > MyApp - Certificates & secrets

- . X
o Update application credentials 113 PM

MYAPP - Certificates & secrets Successfully updated application MyApp credentials

| %« o Copy the new client secret value. You won't be able to retrieve it after you perform ancther operation or leave this

‘,O Search (Cirl+/) blade.

# Overview
Credentials enable applications to identify themselves to the authentication service when receiving tokens at 2

5} Quickstart web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a
certificate (instead of a client secret) as a credential.

Manage

Certificates
&2 Branding

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be
3 Authentication referred to as public keys.

Certificates & secrets 7 Upload certificate

- AP permissions Mo certificates have been added for this application.
& Expose an AP

¥ Owners Thumbprint Start Date Expires
»+ Roles and administrators (Pravi...

[l Manifest Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

T New client secret

Description Expires Value Copy to dipboard

Support + Troubleshooting
Z* Troubleshooting

& New support request

MySecret 11/19/2020 8g/X0nb=5zXP3oxcYKARvVzh]_ejBFTNw [

Figure 58 - Copy and keep
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Client secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as

application password.

|| Mew client secret "

Copy to dipboard

Description Expires Value

MySecret 11/19/2020 8g/X0nb=5zXP3oxcYKARvZbh]_eBFTNw

Ir
O,

Figure 59 — Client secret
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5 Microsoft365 CRM Sync Service- IFS Instance/s

»  Program shortcuts

Go to -> Start -> Programs -> Addovation ->M365CRMSync

M365 CRM Sync Daemon Service

. Addovation Create Document Consumer ¥

B cloud

! DocumentAaent

W Messagelracking

B Free POF Reader B Services

Bs B uplink

. Maintenance

a? Outlook

M n____n_-_.

Figure 60 - M365CRMSync shortcut
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5.1 How to configure the M365 CRM Sync

Go to Start-> Programs-> Addovation-> M365CRMSync -> Configure M365 CRM Sync Daemon Services

M365 CRM Sync Configuration =

Azure AD Client Settings -
ClientID: | Cliznt 10 |

Domain: | Domain |

IFS Settings
IF5 Access Provider Url:

IFS User 1Dk

IF5 Password:

[F5 Version:
[FsApplications10 -

Country/5ite Settings
[ | Filter by Countries/Sites

Select Country:

* Add

Remove Selected

Clear List

Site/s

Basic Settings

Sync Activities

Sync Contacts |_|
-
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[ ] Test Mode
Enable Logs

Service (D

| Service 1D

Log Folder Path

Crtar oo Eoldor Dotk
Enter Log rolder Fathn

Message Tracking Connection String:

Message Tracking Connection String

Open Config Save

Figure 61 - M365 CRM Sync configuration

e Click ‘Open Config’ & select the ‘Addo.AlS.M365CRMSync.Daemon.exe.config ‘configuration file
- C:\Program Files (x86)\Addovation\Automation Server\ Addo.AIS.M365CRMSync

__ =

M365 CRM Sync Configuration I =

Azure AD Client
Open
3 v 4 <« Automation Se... » M365CRMSync v O Search M365CRMSync
Prganise v New folder Bz v A o
Screenshots a Name Date modified
@ OneDrive IFSAPS 9/7/2020 12:39 PM
pp— IFSAP10 9/7/2020 12:33 PM
3 ThizPC [J Addo.AlIS.M365CRMSync.Daemon.exe 8/25/2020 10:04 AM
_J 3D Objects
I Desktop
[Z) Documents
& Downloads
D Music
&= Pictures
B Videos
‘= Windows (C:)
v < >
File name: v I | Config Files (*.config)
Open Config

Figure 62 — Open config
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Configurations are loaded, now you can change the data.

e Client ID: The Azure AD client id assigned in the Azure AD application-setup
e Client Secret: The client secret assigned in the Azure AD application-setup
e Domain: The company’s domain
e |FS Settings:
- IFS Access Provide Url: Url to IFS Application Server
- IFS User ID: User ID for IFS app
- IFS Password: password
- IFS Version: IFS version (9/10)
e Country/Site Settings
—  Filter by Country/Site: This check box enables filtering by creating services according to the Main
representative’s country or site settings in IFS (Country defined in the PERSON window).

R e leamlm
CRM and SRM Basic Data - Representative

Default Values Default Process Choosing Default Process Opportunity Probabilty Sales Process Sales Process Template
Representative Roles Representative Group Activity Types Activity Priority Time Zone per User Departments
Representative ID Name Reprs ive Role Busin .. Busin A . Marketing Ca... Business... Validity Office365
* |SSA lsuru Samaranayake Auctive 1
Person ¥
Person ID Full Name Title: User ID: Validity:
| [l Samaranayeke Ed.. | [iss | ftve |
Address Comm.Method Documents
Default Language Customer Contact
|Eng\ish v| Customer Contact [ Blocked for Use
Courtry Contact for Customer:
|SWEDEN v| Customer No Name Category Customer Address D R.. Department Manag... Blocked for Usein O
Creation Date:
[r282018 |
Attemative Name:

| | ;

[ Prtected

Figure 63 — Open config

— Select Country: The main representative’s country should be included in selected country list.
User will be able to click ‘Add’ to add countries one by one.
o Select the country which you want to remove and click on ‘Remove Selected’ to remove
it from list
o Click ‘Clear’ to remove the all countries selected in the list.
—  Site/s: Sites related to the main representative should be included. (Site/s defined in the SITES
PER USER window)
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Sites per User X

Lloar I

IFE Isuru Samaranayake |
Default Coordinator ID: |’ | IFS APPLICATIONS |
Default Buyer ID: |’ | IFS APPLICATIONS |
Default Planner ID: |’ | IFS APPLICATIONS |

Site  Site Description Company Default Site
b 01 | Jonkdping 10 r

e  Basic Settings:

Important

Sync Activities: If you tick this, activities will be synced between IFS and 0365.
Sync Contacts: If you tick this, contacts will be synced between IFS and 0365.
If both are ticked, activities and contacts will be synced.

Its mandatory to tick at least one of above to get service worked.

Test Mode: If you tick this check box data will not sync & it will only test data. So, you need to
untick this check box

Enable Logs: Select this check box to enable logging.
Service ID: Providing an ID for multiple services (Ex. App9, App10)

Log Folder Path: Select a folder for logs, Then the configurations will automatically create a folder
structure inside the log folder (as below image).

When an upgrade is done from a version before renaming of M365CRMSync (Ex: version with 0365CRMSync
To version with M365CRMSync), If new key/values are added to the config file, the new key/values will not be
included in the ‘servie_id.config’ file and ‘Addo.AIS.M365CRMSync.Daemon.exe.config’ file.

So, it is recommended to compare “Addo.AlS.M365CRMSync.Daemon.exe.config file with
“Addo.AIS.M365CRMSync.Daemon.exe_servie_id.config” for any changes in key/values pairs in config. If there
are missing pairs, those key/values should be included manually in the
“Addo.AIS.M365CRMSync.Daemon.exe_servie_id.config” file.

If user needs to change values in config file per se,

Stop the related service

Do the changes in related ‘servie_id.config’ file
(Ex:Addo.AIS.M365CRMSync.Daemon_APP10.exe.config)
Start the service
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5.2 How to Install, Restart, Uninstall the M365 CRM Sync Daemon Service
Go to Start-> Programs->Addovation->M365CRMSync->

- Install M365 CRM Sync Daemon Services
- Restart M365 CRM Sync Daemon Services
- Uninstall M365 CRM Sync Daemon Services

. Addovation Create Document Consumer  »

B cloud

DocumentAgent
] g
. -

. MessageTracking B ns

. Free PDF Reader . Services B Restart M365 CRM 5
Bs B Uplink B Unins

l Maintenance On

Figure 64 - M365 CRM Sync Daemon Service

p- TEme DESCIPTON — STatus — SEnup ype  LogumAs )
L.‘:J}Active)( Installer (fxInstSY) Provides Us... Manual Lecal Syste...
: AretderetromrivessrgeTrecking-Serveefapptsh frtessageFram—Rurmimr—Autorett teeatSyste
Gk Addovation 0365 CRM Sync Service (APP10-addovation.com) Sync betwe..  Running  Manual Local Syste...
& Addovation Services Processing ... Automatic Lecal byste...

Figure 65 - M365 CRM Sync Daemon Service

5.2.1  Multiple Services

Multiple services can be created as below image.

'-.“'?éhddovation M365 CRM Sync Service (APP10-addovation.com)
ﬁ!}ﬁ.ddwatiun M3E53 CRM Sync Service (APPO-addovation.cormn)

Figure 66 - Multiple Services

Addovation © 2020 Setup Guide Page 62(63)



Addovation

Important: When Multiple services are being used , ‘sc delete’ command can be used to uninstall services.

B Administrator: C\Windows\System32\cmd.exe - O X
ft Windows [V 16.9.

Figure 67- Uninstall services
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