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1 Installation Guide

1.1 Pre-installation instructions

Before the module is uninstalled, changed, or repaired, make sure that config files in the Directory and web
config file with related message Tracking folder in inetpub are backed up properly. Continue by clicking on the
MSI file and the installer will open up:

ﬁ AutomationServer 2.1.34252.34252 %86 Setup — *

Welcome to the AutomationServer
2.1.34252.34252 %86 Setup Wizard

The Setup Wizard allows you to change the way
AutomationServer 2,1,34252,34252 x86 features are
installed on your computer or to remove it from your
computer. Click Next to continue or Cancel to exit the Setup
Wizard,

JREU GDPR

Proceed by clicking next and you will be presented with the end-user license agreement:

ﬁ AutomationServer 2,1.34252,34252 «86 Setup - X
End-User License Agreement .
o o Addovation
ease read the following license agreement carefully
LICENSE TERMS FOR ADDOVATION SOFTWARE C

These license terms are an agreement between Addovation and you. They
apply to the Addovation Software, and any accompanying documentation.

1. ACCEPTANCE

BY INSTALLING THE SOFTWARE, YOU ACCEPT THESE TERMS. IFYOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, YOU MUST NOT INSTALL,
USE, OR COPY THE SOFTWARE

2. INSTALLATION AND USE RIGHTS.
= You may install and use the software for agreed named users, or

computers. or other unit of measure that are aereed between vou and e
1 accept the terms in the License Agreement
Print Back Cancel

Accept the license agreement and proceed by clicking Next which will take you the environment configuration.
The environment configuration is used for defining various IFS Applications instances.
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1.2 Environmental Configuration

When installing the software for the first time, you will need to specify which environment(s) you wish to be
able to connect to. You do this by clicking the Add new button. When upgrading to a new version, or modifying
an existing installation, you may choose to retain the current settings and simply click Next or make changes to
the environment configuration by clicking Modify.

# AutomationServer 2.1.34252.34252 x86 Setup X
Environment configuration -
Addovation
Select configuration:
JotronDevl ~ Environment configurations govern access
JotronDev2 to available databases and ease the task of
Jotun Dev switching between them.
Jotun QA
Loomis Use the buttons below to add, remove or
Loomis Prod edit existing environments.
Loomis Test
Race75 5P2
Race75 SP6
Race75sp2Centura
RacegdDemo
RacesDev
Raced5P2
RacedsP2-2 (default] A Add new Delete Modify

1.3 Configuration Settings

The configuration settings allow you to customize your installation.

ﬁ AutomationServer 2,1,34252,34252 x 86 Setup *
Configuration settings

Addovation

Set up configuration parameters here to fit your particular installation. If needed, the settings can
be changed later by restarting the installation wizard, using the “Change” option.

Confi ti
S Use server URL's

|racegdev
(®) IFS Enterprise Explorer

[Juse as Default () sharePoint

[ use single signon

IFS version
IFSApplicationss e

Configuration name: Choose a name that describes the configuration (e.g. Race 8 demo), if it should be the
default logon choice, and whether IFS is configured for single sign-on. For most integrations which is the
purpose of the plugin executer, single signon is not used.

Server URLs: Select the IFS Applications server URL of your choice.

IFS Version: Choose your IFS version.
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If you are not sure what options to check, leave the default values.

To add a new environment, you need to specify the address to IFS Extended Server (e.g. server1:58080), the
Application owner (e.g. IFSAPP) and the IFS portal (e.g. http://race75sp6:58080/).

‘ﬁ AutoemationServer 2.1,34252.34252 %86 Setup *

Data access information

Addovation

Enter database connection string, application owner and portal Url.

Database connection (e.qg. 'server1:58080"):
|race9dev: 58080

App owner (e.g. TFSAPF"):
[iFsarp

IFS Enterprise Explorer (e.qg. 'http://server 1:58080"):
|htn:| 1ffrace9dev: 58080

The Database connection must use the prefix HTTP or HTTPS (in lower-case).

L5

Data access information

Addovation

Enter database connection string, application owner and portal Url.

Database connection {e.g. 'server 1: 58080):
|race9dev: 58080

App owner (g.g. TFSAPP'):
[iFsapp

IFS Enterprise Explorer (e.g. 'http:/fserver 1:580807):
|hth3:f,|"race9dev: 53080

Warning X

Please use the prefix http or https (in lower-case) for the
I . Database connection.
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ﬁ AutomationServer 2,1,34252,34252 %86 Setup x

Data access information

Addovation

Enter database connection string, application owner and portal Url.

Database connection (e.g. 'server1:580807:
1/ [raceddev: 58080

App owner (e.g. 'TFSAPPY):
[tFsapp

IF5S Enterprise Explorer {g.a. "http:/fserver1:580807):
|htu3:ffracegdev:5808[l

1.4 Additional Settings

In the Additional Settings dialog, you can define a string that exclude classes and formats with this particular
text. This field is defaulted to the asterisk string. You can also define the Document Search URL in this dialog.

ﬁ AutomationServer 2,1.34252.34252 x 86 Setup x

Additional settings

Addovation

[ isplay only default company dasses when checking in
Exdude dasses and formats where description contains:
Document search URL:

|;"secured,"d0maw;"Doc‘I’lﬁeO\tU\' .page
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1.5 License Key

Please enter the license key during the configuration of the software.

ﬁ AutermnationServer 2,1,34232,34232 %86 Setup X

License and custom settings

Addovation

Enter License key and help Url.

License key (enter all characters induding any hyphens):
I

Help URL:

‘hth:s:H'A"A'u\haddovaﬁon.comj’soluﬁonsj’

Language
English {English) ~

= ==

In the Help URL field, you can specify what the help symbol in the AIS will point to. Included in the AIS is an
online user documentation. The link is normally already filled in, so if you don’t want to provide your own
information, you can leave it as is.

When you have entered the correct license key, you will receive a validation listing the products and their date
of expiry.

ﬁ Automationberver 2.1.34252.34252 x86 Setup s
License key validation. -
Addovation
The license key entered entitles you access to the listed modules. Click the "Get Batch” button to
create a batch installation file or "PL*SQL" button to execute database scripts (e.g. access granting
saipts).
Addovation
| Product name Exp. date License state
AIS Uplink 10/9/2021 Valid
AlS 10/9/2021 Valid
Message Tracking 10/9/2021 Valid
AIS Cloud 10/9/2021 Valid
Office363 10/9/2021 Valid
Create Document Serv 10/9/2021 Valid
Document Agent 10/9/2021 Valid
Plugin Executer 10/9/2021 Valid
Get Batch PL=S0L Back Cancel

1.6 Simple distribution - ‘Get batch’

The ‘Get batch’ option allows you to install the software on several machines, without having to enter your
settings multiple times.
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ﬁ AutomationServer 2,1.34252,34252 x86 Setup *
License key validation. -
Addovation
The license key entered entitles you access to the listed modules. Click the "Get Batch” button to
create a batch installation file or "PL*SQL" button to execute database scripts (e.g. access granting
scripts).
Addovation
| Product name Exp. date License state
AIS Uplink 10/9/2021 Valid
AlS 10/9/2021 Valid
Message Tracking 10/9/2021 Valid
AIS Cloud 10/9/2021 Valid
Office365 10/9/2021 Valid
Create Document Serv 10/9/2021 Valid
Document Agent 10/9/2021 Valid
Plugin Executer 10/9/2021 Valid
GetBatch PLSGL Back Cancel

When you click on the button ‘Get Batch’, a .bat file is created, which will launch the .msi using the settings you
defined in the current installation.

Observe the following with generating the batch file:

e The batch file must be executed by a user having administrator rights
e If you experience problems running from a network drive, try to copy the installation file to a local

drive
e The batch file created can only be used to install 32 bit or 64-bit version, depending on the installation
file.
Save As X
M 5 > ThisPC > Documents vl t el
Organize v New folder - O
A Narne Date modified Tvpe ~
B This PC »— : . . 4
J 3D Objects Adobe
B Desktop Altova
Any Video Converter
<] Documents
Any Video Converter Professional
¥ Downloads
FeedbackHub
D Music Graphits
& Pictures IFS
B Videos HsDocsTemp
aa Local Disk (C) ISExpress
Local Disk (D:) Integration Services Script Component M folde v
v < >
File name: | AutomationServerinstall_2.1.34252.34252.bat
Save as type:  Batch files (".bat) v
~ Hide Folders Save Cancel

A .bat file and a .PS1 file is generated at your chosen location.

When you want to distribute the software to other computers, download the .msi, the.bat and the .PS1 file to
the chosen computer. Open the .bat file and right click ‘run as administrator’. The installation file will then run
with your chosen parameters, installing AlS on the computer.

Addovation © 2022 Setup Guide Page 8(29)



Addovation

1.7 Automatic installation of scripts - PL*SQL

If this is the first time you run the AlS installation, you need to run the PL*SQL function.

License key validation.

ﬁ AutomationServer 2.1.34252.34252 x86 Setup

The license key entered entitles you access to the listed modules, Clids the "Get Batch” button to
create a batch installation file or “PL*SQL" button to execute database scripts (e.g. access granting

*

Addovation

sripts),
Addovation
| Product name Exp. date License state
ATS Uplink 10/9/2021 Valid
AIS 10/9/2021 valid
Massage Tracking 10/9/2021 valid
AIS Cloud 10/9/2021 Valid
Office365 10/9/2021 Valid
Create Document Serv 10/9/2021 Valid
Document Agent 10/9/2021 valid
Plugin Executer 10/9/2021 \alid
Get Batch PL=SQL Back Cancel

Execute PL"SQL scripts

Scripts to be executed:

Addovation Automation Server 2.1,34232,34252 x36

Addovation

ADDO_SETUP
ADDO_DEFAULT_GRANTS
ADDO_PRES_OBJ_CORE

Execute using

Username: ’7
Password: ’7
Environment: [RacefSP2-2 -

Execute | Close |

O Browse

Click on the PL*SQL button and type in your username and password (Usually IFSAPP or IFSADM) and the
environment where you would like to install the scripts.

If you have scripts saved to your drive, you can browse for these using the ‘browse’ button. Click ‘Execute’ to
run the scripts and to give the necessary access and grants. The wizard will confirm that the scripts were run
successfully. You may have to enter parameters for some of the scripts

Addovation © 2022

Setup Guide Page 9(29)



Addovation

1.8 Customized setup

Under ‘custom setup’ you can select the way the features are to be installed for the various MS Office
components. Click on the icons in the tree list to adjust the installation for the components.

ﬁ AutomationServer 2,1,34252,34252 x 86 Setup — *

Choose Setup Type

Addovation

Choose the setup type that best suits your needs

Installs all add-ins covered by your license. Recommended for most users.

Custom
Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.
Complete

All program features will be installed. Mote that this requires the most disk
space, and potentially slows down Application startup.

Back MNext Cancel

]’E‘ AutomationServer 2,1,34252,34252 %86 Setup — K

Custom Setup
Select modules to be installed.

Addovation

Choose how modules are to be installed on your computer by dicking the icons in the
tree below.

Plugin Executer ~ Core files
Document Agent
Addovation Cloud
Addovation Uplink
Message Tracking This feature requires 158KB on your
Create Documents hard drive.

M365 CRM Sync

Create Document Azure Cor w

< >
Location: C:'\Program Files (x86)\AddovationAutomation Server), Browse...
Reset Disk Usage Back Cancel

Available components controlled by license key:

e |FSto SQL Server Plugin: Replicates information between IFS Applications and a SQL server.
e Plugin Executer: Executes custom DLLs at regular timer intervals.

e Document Agent: Parses files or e-mails in order to check in as documents against IFS Applications.

e Addovation Cloud: The on-premise version of Addovation Cloud used for mobility.

e Addovation Uplink: The module that connects an IFS Applications instance to Addovation Cloud.

e  Message Tracking: Web component that handles transactions typically used in integrations.

e Create Documents: Web service used for backend automation for creating Word and PDF reports.
e M365 CRM Sync: Backend automation module that syncs CRM data between IFS Applications and

Office365.

e Create Document Azure Consumer: Extension of Create Document service that allows for scalability

using Azure Service Bus and multiple on-premises instances.
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Location
Always try to use default location if possible. It’s easier to find the folders if they are where they should be.

1.9 Disk Space Requirements

According to the selected features in the above step, disk space requirement is calculated and displayed in the
Required Column. You can see this by pressing the Disk Usage.

ﬁ AutomationServer 2.1.34252,34252 %86 Setup *
Disk Space Requirements .
The disk space required for the installation of the selected éﬂdovatl on

Highlighted volumes do not have enough disk space available for selected features. You
can either remove some files from the highlighted volumes, install fewer features, or select
different destination drives.

Volume Disk Size Available Required
= 44268 224GB 330MB
s 1999GE 227GE OKE
=110 1999GB 227GB OKB
2w 1999GE 227GE OKB
£ >

1.10 Ready to Install

After adjusting the disk space as per the need in your local machine you can complete the installation:

‘ﬁl AutomationServer 2,1,34252,34252 %86 Setup — x

Ready to install AutomationServer Addovation
2.1.34252.34252 x86

Click Install to begin the installation. Click Back to review or change any of your
installation settings, Click Cancel to exit the wizard.

Back 1 Install Cancel
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ﬁ AutomationServer 2,1.34252.34252 %86 Setup - X

Completed the AutomationServer
2.1.34252.34252 x86 Setup Wizard

Click the Finish button to exit the Setup Wizard.

View User Guide (Recommended) Back Cancel
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2 Create configuration file(s) that execute plugin(s)

This is applicable for Microsoft Windows 10. Open the configuration window by locating “Addovation Plugin
Executer Configuration” in the start menu as following:

Expand v

#

€D 20 Viewer
| "z

A

e
A" Access

- Addovation

W/ AddoKeyGe Addovation Plugin Executer Configuration
V Addovation Plugin Executer Configu...

9
D

=] Addovation Flugin Executer Service

Bl

B creckintorrs

N/ Find IFS Documents...

&

PDF Merge Tool
g

G

[y Register Addovation Plugin Executer...

=1 O m ) O 6O @ v

Note! The configuration window requires administrator privileges. The configuration window will open up:

Create configuration - [m} *

File Help

Basic
Source folder path

Laog folder path:

Outgoing folder:

Plugins folder:

Mail settings

Hostname: | | Use DAUTH: False ~
Usemame: | | Use interactive: False ~
Password | | ciientin: | |
Port | | Tenant ID: | |
Use S5L: False A Redirect URL: |ht‘lps:h’\ogin.microsoﬂonline.coma’cor|
MailFormat: EML ~

Impersonation

Status: Disconnected

Proceed by clicking in the File menu and select Connect:
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File | Help

Create configuration

| Connect

Save As
Exit

O TOIET T

Qutgoing folder:

Plugins folder:

Available environments as configured during the installation will be available, proceed by selecting the

appropriate IFS Applications environment and enter username and password:

File  Help

Basic

Source folder path:

Log folder path:

Qutgoing folder:

Plugins folder:

]

Mail settings
Hostname:

Username:

Password:

Port:

User information
Username:
Password:

Environment:

Options ==

NE

azure013

[] Remember password

Mot connected to database

Cancel

E

Use 5L

MailFormat:

Impersonation

False

EML

L —

Status: Disconnected

Proceed by pressing OK and status in lower left corner of configuration window should change to “Connected”:

e

£

Redirect URL: |m‘tps:IIIogln.mlcrosoﬂonllne.comIcor|

Addovation © 2022
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Mail settings
Hostname: | |

Username: | |

Passwoard: | |

Port: | |

Use SSL: Falze ~

MailFormat: EML hd

Impersonation

i —

Proceed by selecting folders which is the minimum requirement for executing plugins:

Create configuration — O X

File  Help

Basic
Source folder path:

|c:PluginExecuteriSource |
Log folder path:

|C:1F'IuginExecutenL0g |

CQutgoing folder:
|C:1PIuginExecutenDut |
Plugins folder:

|C:1F'IuginExecutenF'Iugin | | |

Mail settings

Hostname: | | Use OAUTH: False w
Username:| | Use interactive: False v
Password: | | ciienti: | |
Port: | | Tenant ID: | |
Use SSL: False ¥ | Redirect URL: |nttps:/ogin.microsoftonline.comicor|
MailFormat: EML i

Impersonation

o

Connected

When done, go to file menu and select File and Save As:
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Basic
Source folder path:

~
C:\PluginExecuter\Sourg)

Log folder path -~ Automati... Plugin Executer
C:\PluginExecuteriLog
Oulgeing folder: Orgal

CAPluginExecuteriOut l temp MName Date modified Type

Plugins folder:

C\PluginExecuterPlugi OneDriv / File folder

folder

Mail settings ~ 2 c File folder
Hostname: . P10 0 File folder

Username:
Password:

Port:

Use S5L:

MailFormat:
File name:

Impersonation Save as type:

Run As:

Connected » Hide Folders

Ensure that the configuration XML file is saved to Plugin Executer installation folder (normally C:\Program Files
(x86)\Addovation\Automation Server\Plugin Executer) and name it config-<ENTER ANY NAME>.xml. The engine
will then look for any file that starts with “config” and ends with .xml in upon processing. Multiple
configuration files can be saved in order to process various plugins and / or channels such as different e-mail
accounts.

When saving the XML it will contain the following parameters:

o
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7 v
o L= [&]] (2% |BEEST E0Efho=|@
Sl corhig DEVml 3 |
1 <?xml W "1.0" encoding="utf-8"7> ~
2 [H<rarameters>
3 <SOURCEFOLDER>C:\PluginExecuter\Source</SQURCEFOLDER>
<DESTFOLDER>C:\PluginExecuter\Out</DESTFOLDER>
5 <PLUGINS>C:\PluginExecuter\Plugin</PLUGINS>
g <LOG_FOLDER>C:\PluginExecuter\Log</LOG_FOLDER:
<IFS_USERNAME>R3n7iowHKQE74u08hSCljw==</IF5 USERNAME:
<IFS_PASSWORD>NIqBdiJRQPDQrONwSoxpwA==</IF5_PALSSWORD>
<IFS_APPOWNER>SswmmUU4GgQ5TiQSxdnejQ==</IF5_LAPPOWNER>
10 <IFS_EXTSERVER>07/ineLrt90bv65474rz8aQ/HTnd+])5tMEv0OB0al556eS2ti0LG30xcoNODLIwP2FLET 2UzXMvdeAcqqZhTRoS5hvr iWvEr 905KEDSdXnFo=</IFS_EXTSERVER>
1 <MBIL HOSTNAME>jQasbMIKOndZs4NEgFpElA==</MATL HOSTHAME>
1 <MAIL USERNAME>JQasbMIKOnAZs4NEQFDE1A==</MATL USERNAME>
1 <MAIL FASSWORD>JQasbMIKOnAZs4NEQFDT1A==</MAIL PASSWORD>
14 <MAIL PORT>3jQasbMIROndZs4NEGFpfl1A——< /MATL FORT>
15 <MATL USESSL>False</MATL USESSL>
16 <MATL_FORMAT>EML</MATL FORMAT>
17 <IF5_VERSION->IFSApplicationsl0</IF5_VERSION:>
18 <RUN_BS />
19 <USECAUTH>False</USECAUTH>
2 <USEINTERACTIVE>False</USEINTERACTIVE>
21 <CLIENTID />
22 <TENANTID />
23 <REDIRECTURL>https://login.microsoftonline.com/common/oauth2/nativeclient</REDIRECTURL>
24 L</Parameters>
v
eXtensible Markup Language file length: 1140 lines: 24 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8-BOM INS

These can now be used in the plugin. Sensitive information has been encrypted in order to make it secure.
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Here follows an explanation of all the available configuration parameters in the configuration interface:

Group: Basic

Setting

Explanation

Source folder path

Log folder path

Outgoing folder

Plugins folder

Group: Mail settings

Used normally as incoming folder for various files that are to be processed.

The folder in where all log files are produced.

Used normally as the folder in where files are moved after they are processed.

The folder in one or more DLL files are located. The engine will process all the DLL
files that implements the interface as explained in the development guide.

Setting Explanation

Hostname The URL to the mail server e.g. if using Microsoft Office365 it will be outlook.
office365.com

Username The username for the e-mail account to be used. The username will be encrypted
in the configuration XML file.

Password The password for the e-mail account to be used. The password will be encrypted
in the configuration XML file.

Port The port to be used, e.g. if using Microsoft Office365 it is 995.

Use SSL Defines if the e-mail server requires SSL or not. For Microsoft Office365 it should
be set to true.

MailFormat Sets what format the e-mail file should be saved as. The common format for
Microsoft e-mails is MSG files while as Google uses EML. Microsoft Outlook can
open both file types.

Use OAUTH Defines if OAuth is to be used or not.

Use interactive

The first time one logs on to a newly established e-mail account in Microsoft
Office365, a logon dialog is presented to the end user. This setting controls if we
are to perform a first time logon or not and set if we are to be presented with a
login window or not. After one has performed a first time login, the setting can be
set to false.

Addovation © 2022
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Client ID The client ID as defined in e.g. Microsoft Azure. This setting is only required if “use
oauth” has been set to true.
Tenant ID The tenant ID as defined in e.g. Microsoft Azure. This setting is only required if

“use oauth” has been set to true.

Redirect URL

The redirect URI that has been defined for the application in e.g. Microsoft Azure.
The default value is the Microsoft Office365 default value. This setting is only
required if “use oauth” has been set to true.

Group: Impersonation

Setting

Explanation

Run As

Defines if the plugin is to use impersonation or not. It is possible against IFS
Applications to use a single integration account and then perform impersonation
using other accounts. This setting needs to be explicitly granted in IFS
Applications. Contact your local technician on how to do this.

2.1 Register & start the plugin executer service

The Addovation Plugin Executer Service can be started using start menu and the command prompt.

[l Addovation
[l Classic Shell
s

Bs

[ Maintenance

l Microsoft Azure

[l Microsoft Office Tools

[ Microsoft Silverlight

[} Microsoft SQL Server 2008

l Addovation Create Document Consumer »

I Cloud »

[ DocumentAgent »

[ MessageTracking »

[} 0365CRMSync 3

l Services » %/ Addovation Plugin Executer Configuration
l Uplink » [7] Addovation Plugin Executer Service

Visual Studio 2017 (2) [ Register Addovation Plugin Executer Service
) Visual Studio 2019 [ Unregister and stop Addovation Plugin Executer Service

Example of command line execution (e.g. .bat or .cmd file):

Addo.AIS.PluginExecuter.Service.exe" 0 config="c:\Addovation\AIS
Plugins\IFS8TEST\Addo.Agent.Demo\config-DEV.xml" /i

Addovation © 2022
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e

[ -
snics toc) |7 initoc
kon Servies

If you want to run the plugin on scheduled intervals, one can simply setup a bat file or scheduled task using the
following configuration, for instance

.bat file configuration:
start cmd.exe /k ""c:\Program Files (x86)\Automation Server\AddoServices\

Addo.AIS.PluginExecuter.Service.exe" 0 config="c:\Addovation\AIS
Plugins\IFS8TEST\Addo.Agent.Demo\config-DEV.xml" console"

2.2 Setup as scheduled task

Create a new scheduled task, select start a program:

General Tnggerunditiuns Settings | History

When you create a task, you must specify the action that will occur when your task starts,

Action Details

Start a program "D\Addovation\Automation Server\AddoServices\Addovation.Service Ap

< m >
New. | [ FEdit. | [ Delete

OK ‘ | Cancel

and point program / script to Addo.AlIS.PluginExecuter.Service.exe
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L
Edit Action -

You must specify what action this task will perform.

| General I Trlggers‘ Actions |Cond|t\ons !

‘When you create a task, you must spec

Action Details

ion: | Start
"DAAddovation Action ‘ art a program

Start a pregram
Settings

Program//script:
I| "D\AddovationtAutomation Server\AddoServices\Addou ' Browse... ‘
Dconflg \Addovatiol

L ]

Add arguments (optional):

Start in (optional):

L
\— 0K | | Cancel

and arguments as: 0 config="c:\Addovation\AIS

Plugins\IFS8TEST\Addo.Agent.Demo\config-DEV.xml" console

The 0 indicates to only run service once for every execution, and not repeatedly. The config points to what

configuration XML file to use and last indicate to run in console mode and not as a service.

To define an interval in Task scheduler action.

(]
You must specify what action this task will perform.

General Triggers Actions Conditions Settings History
Action: |Start a program

When you create a task, you must specify the action that will occur when your t .
¥ K,y pecify y Settings

Program/script:
"C:\Program Files (x86)\Addovation\Automation SeNer\F‘

Action Details
“C:\Program Files (x86)\Addovation\Automation Server|

Start a program
Add arguments (optional):

Start in (optional):

New... Delete

Browse...

12000 config="C:\Progre

Cancel

12000 config="c:\Addovation\AIS Plugins\IFS8TEST\Addo.Agent.Demo\config-

DEV.xml"
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Define an interval using a trigger in the scheduler. The Minimum value that can be set is 1 minute.

® nTestEx Properties (Local Comput

New Trigger

x
General Triggers Actions Conditions Seftings| Beginthetask: | On 2 schedule v
When you create a task, you can specify the condi| | <%
® Onetime | Sttt [ Synchronize across time zones
Trigger Details O Daily
© Weekly
O Monthly

Advanced settings

[ Delay task for up to (random delay): 1 hour

Repeattask every - fora durtion o

[ Stop all running tasks at end of repetition duration

[ Stop task if it runs longer than: 3 days
[ Expire: | 27202020 12:2821PM |3
Edit... Delete
Enabled

To run the scheduled task. Permissions should be granted as depicted below.

(5 PluginTestEx Properties (Local Computer)

General Triggers Actions Conditions Settings History

Marme: PluginTestEx
Location: %
Luthor ADDOVATION\chpr

Description:

Security options

When running the task, use the following user account:

chpr Change User or Group...

® Run only when user is logged on

() Run whether user is logged on or not

Do notstore password. The task will only have access to local computer resources,

—
[« Run with highest privileges
\

] Hidden Configure for: | Windows 10

Set an interval using the service properties window.
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File Action View Help
e |mEc= Bml»an e
<. Senvices (Local) Eoa=(E=)
Addovation Services Narme Description  Status  StartupType  LogOnAs A
Gk ActiveX Installer (AxInstSV) Provides Us. Manual Local Syste...
Start the service &1 Ad .
G} AdaptiveSleepService AMD adapti.. Running  Automatic (D... Local Syste..
G Addovation Document Agent Enables aut.. Running  Automatic Local Syste..
Description: G Addovation Message Tracking Service Message Tr... Running  Automatic Local Syste..
Processing of plugins 16} Addovation Office385IFS Service (App10-addovation.com) Sync betwe... Manual Local Syste..
G Addovstion Offief 5 . A % Manual Local Syste..
%8 Addovation Servi ovation Services Properties (Local Computer) Manual Local Syste..
G Adobe Acrobat U Goneral LogOn  Resovery Dependencics Running  Automatic Local Syste..
G2 Allloyn Router Se Manual (Trig..  Local Service
GLAMD External Eve{  Service name:  AddoService Running  Automatic Local Syste...
G} App Readiness Dieplay name:  Addovation Services Manual Local Syste..
G Application Host Running  Automatic Local Syste..
G Application Identi  Description: Processing of plugins Manual (Trig...  Local Service
Gk Application Infor Running  Manual (Trig... Local Syste..
G Application Layer|  Pathto executable Manual Local Service
G), Application Mana  "C:\Program Files (x86)\Addovation\Automation Server\Plugin Exectter\Ad Manual Local Syste..
&3 AppX Deploymen Manual Local Syste..
R ey Startup type: Manual - ¥
G} ASP.NET State Ser Manual Netwerk S...
G AssignedAccessM Manual (Trig...  Local Syste..
G} Auto Time Zone Disabled Local Service
G AVCTP service Service status:  Stopped Running  Manual (Trig... Local Service
15, Background Intell| Manual Local Syste..
: Start Stop Pause Resume .
{6 Background Task: Running  Automatic Local Syste..
i€l Base Filtering Eng|  You can speciy the start parameters that apply when you start the service Running  Automatic Local Service
G BitLocker Drive er|  Tom here, Manual (Trig... Local Syste.
GuBlock Level Bock | 1t paramesrs: (100001 Manual Local Syste..
€ Bluetooth Audio Running  Manual (Trig... ~Local Service
G Bluetooth Suppo Running  Manual (Trig... ~Local Service
& N
G} Bluetooth User Su — sosly Manual (Trig...  Local Syste...
&) BranchCache Manual Netwerk S...
G Capability Access Manager Service Providesfac.. Running Manual Local Syste..
{6} CaptureSenvice SaeT5a3 OneCore Ca Manual Local Syste..
&} Certificate Propagation Copies user.. Running  Manual (Trig..  Local Systen.
", Extended { Standard

2.3 Support for Oauth2

To make Oauth2 work with plugins such as “e-mail to case”, one can either use the configuration interface or
specify values directly in the XML configuration file. If the customer has an existing config xml file, then you can
just copy the necessary values into the existing config file with new values.

[ *C:\Program Files (x86)\Addovation\Automation Server\Plugin Executer\config-DEV.xml - Notepad-++ - O X
File Edit Search View Encoding Llonguage Settings Tools Macro Run Plugins Window ? v X
cHHB 2 & eI R IR == =| /@ ®
[ config-DEV.mi E3 }

2 [<Paramsters: ~

<SCURCEFOLDER>C: \PluginExecuter\Source<,SOURCEFCLDER>
<DESTFOLDER>C: \PluginExecuter\Out</DESTFOLDER>
<PLUGINS>C:\PluginExecuter\Plugin</PLUGINS>
<L0G_FOLDER>C:\PluginExecuter\Llog</LOG_FOLDER:>
“R3n710owHRGET4u08hSG1 jw==</IF5_USERNAME>

_] a7/ine LrtQObVEEACMrzBaQ/ETné:jEth\mBOal55JEaS2Y:iOLGBOXGnNODtIvP2F‘LZTZUZ}Q&VdaAﬂqqZhTRﬂEthiWVErQOElmDSanF'ﬂ:< /IFS_EXTSERVER>
<MATL_HOSTHNAME>jQasbMIROndZs4NEQFpflA—</MATL_HOSTHAM

<MAIL_PASSWORD>3JQasbMIROndZsANEQPpElA——</MAIL_PASSWORD>
<MAIL_PORT>3QasbMIKUndZs4NEQPpE1A==</MAIL PORT>
<MAIL_USESSL>False</MAIL USESSL>
<MAIL_FORMAT>EML</MAIL FORMAT>
<IFS_VERSION-IFSApplicationsl0</IF5_VERSION>

<RUN_&5
<USEORUTH>True</USECAUTH>

<USEINTERACTIVE>False</USEINTERACTIVE>

<CLIENTID>*#%Add client ID here#%%</CLIENTID:

<TENANTID>***Add tenant ID here#s&</TENANTID>
<REDIRECTURL>https://login.microsoftonline.com/common/oauth2/nativeclient</REDIRECTURL>
—</Parameters>

eXtensible Markup Language file length: 1205 lines: 24 Ln:22 Col:48 Pos: 1100 Windows (CRLF)  UTF-8-BOM INS

USEOAUTH: This will use Oauth2 to login to the mailbox of the given emails that will be processed.

USEINTERACTIVE: This will allow you to login with an interactive login screen. If False it will login automatically
in the background.

CLIENTID: This is the ID of the application in Azure. (Customer will need an app registration details in Azure to
configure values (Refer Section 3 for more information).

TENANTID: This is the ID of the Azure tenant that Mail2Case will use for OAuth.
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REDIRECTURL: A value that is used to help Azure find back to the application.
IMPORTANT!

1. When you use Mail2Case with Oauth2 for the first time, you need to use interactive login. Microsoft has a
policy where interactive login needs to be used first time. Try to login to regular mailbox and ‘reply’ mailbox
with interactive once by setting it to True and then you can switch back to automatic login by setting
USEINTERACTIVE to False.

2. If you change password for mailbox you need to change it in the config file and other places where it has
been used.

3. If there is a mailbox used for replying the customer needs to make sure that Smtp authentication is used on
that mailbox.

4. If the customer creates a custom Redirect URL, then they need to inform us, or we will just assume that they
will be using https://login.microsoftonline.com/common/oauth2/nativeclient

2.4 Setup single channel and multi-channel

Setup Single channel

Step 1: Make sure that the properly filled configuration file resides in the Plugin Executer folder.

l ThisPC > Windows (C:) > Program Files (x36) > Addovation > Automation Server > Plugin Executer » I

~

es# ~ [] Name Date modified Type

|%] Adde.Fnd.DataAccess.dll

|%] Adde.Fnd.DataAccess7.dll
Jlder- [#] Addo.Fnd.DataAccess.dil
@ |%] Adde.Fnd.DataAccess9.dIl

|%] Addo.Fnd.DataAccess10.dll

|%] Adde.Fnd.Globals.dll

|%] Adde.Fnd.GULdII

[#] Addo.Fnd.Library.dll

[#] Addo.Fnd.Logic.dil

|%] Adde.Fnd.Mail.dll

|%] Adde.Fnd.Office.dll

|%] Addo.Fnd.WPF.dII

|%] Addovation.Core.Dal.dll

|%] Addovation.Core.Library.dll

L BouncuCastle Coznto dl
| I.__‘){ config-mail2casexml '
% MailKit.dll

|%] Microsoft.Identity.Client.dll

Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
Application exten...
XML File

Application exten...

Application exten...

dofild %] Microsoft.Office Interop Word.dll Application exten...
it (e [Z] Mimeit.dil Application exten...
v 1] MsgKit.dil Application exten...

Step 2: Start the service.

Once an e.g., email is received to the channel of the used mailbox, the mail will be processed according to the
plugin and values configured in the XML config file.

Step 3: Depending on the plugin (DLL), results can be found in the log file that might look like this:
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Message id: 0

Subject: testdocs/Case request template (80 - 122350 - 1 - Al) - 1.DOCX
Contact name: Brett Lee

Sent from: Brett Lee

Description: From: Brett Lee <addo0Z@andershalden.com>

To: chpr@addovation.eu

Date: Friday, October 21, 2022 5:21 PM

Subject: testdocs/Case request template (80 - 122350 - 1 - Al) - 1.DOCX

Hi John, see the attached documents. Regards ,
John Smith
Direction: IN
Did not find case in subject testdocs/Case request template (80 - 122350 - 1 - A1) - 1.DOCX
Possible case id: False
Display name: Brett Lee
Created/updated case id 101202 successfully
Object key for custom package: 1117
Customer name: Demc Customer
First email: ¥
Altered e-mail subject tec " #GLB101202# testdocs/Case reguest template (80 - 122350 - 1 - Al) - 1.DOCX" before save due to new ca
Saving item: 0 Format: EML Fullname: C:\Mail2CaseNew\In\7cb4ae26-19d4-42£3-93b0-011d5c7cl707.eml Subject: testdocs/Case request t
Document checked in with CASE-1002124-1-A1
Deleted message id '0' from server

Setup Multi channel

Several configuration files containing different settings and / or e-mail accounts in the plugin executer folder
can be used simultaneously with the service. One xml config file should contain details relevant to one mail
account.

I> ThisPC » Windows (C) » Program Files (x86) » Addovation » Automation Server > Plugin Exacuterl

s [ Name Date modified Type Size
|%] Adde.Fnd.DataAccess7.dll 10/14/2022 2:21 AM Application exten...
[%] Adde.Fnd DataAccess8.dIl 10/14/2022 Z:21 AM Application exten...
) %] Adde.Fnd DataAccess3.dll 10/14/2022 2:21 AM Application exten...
- || Addo.Fnd.DataAccess10.dIl 10/14/2022 2:21 AM Application exten...
[2] Addo.Fnd.Globals.dll 10/14/2022 2:21 AM Application exten...
%] Addo.Fnd.GULdII 10/14/2022 2:21 AM Application exten...
[ Addo.Fnd Library.dil 10/14/2022 2:20 AM Application exten...
[#] Addo.Fnd.Logic.dil /2022 2:20 A Application exten...
|| Adde.Fnd.Mail.dll /2022 2. Application exten...
%] Adda.Fnd.Office.dll 2022 2:21 AM Application exten...
2] Addo.Fnd WPF.dll 2022 2:21 AM Application exten... T25KB
2] Addovation.Core.Dal.dll 2022 2:21 AM Application exten... 32KB
|%] Addovation.Core.Library.dll 2022 2. Application exten... 22Ke
[#] BouncyCastle.Crypto.dil 10/14/2 Application exten... 2,723KB
[&f config-mail2casexml XML File 2k8
IJ config-mail2casel xml XML File 2KB
L_j{ config-mail2case2 xml XML File 2KB
) [ config-mail2case3.xml XML File 2k8
lofile Lj{ config-mail2cased.xml XML File 2KB
£ (\e it.dll Application exten... 801 KB
. [#] Microsoft.dentity.Client.dll Application exten... 1,367KB
= 145 R

It is recommended to create several folders for each configuration file in the incoming “IN” folder and ‘Log”
folder:
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l'l'his PC » Windows (C) > Mail2CaseNew > In I v
=l
|l T A
* [ Name Date modified Type Size
In01 File folder
In02 File folder
In03 File folder
In04 File folder
In03 File folder
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3 Azure AD configuration for OAuth2

The following configuration is to be done in the Azure Portal (www.portal.azure.com) and global administration
rights for the tenant is required.

Stepl: Register the Application

Home >

App registrations | #
@ Endpeints &2 Troubleshooting () Refresh - Download [ Preview features &' Got feedback?

@ Starting June 30th, 2020 we will no longer add any new festures to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will o longer
provide feature updates. Applications will nesd to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Lear more

All applications Owned applications  Deleted applications

P Start typing a display name or application (client) ID to filter these r... +? Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

Go to: Azure Active Directory > App registrations > New registration

On the registration pane, provide a name and click register. Select the account type. Select “Public client/native
(mobile & desktop)” platform and provide the below redirect URL:
https://login.microsoftonline.com/common/oauth2/nativeclient.

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

CAuth2AppReg v

Supported account types

Who can use this application or access this 4PI?

@ Accounts in this organizational directory only (Addovation R&D only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

| Public client/native {mobile ... | | https://login.microsoftonline.com/commaon/oauth2/nativeclient e

By proceeding, you agree to the Microsoft Platform Policies =
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Application (client) ID and Directory (tenant) ID will be displayed on Overview, and it will be required later for

configuring the service for Oauth2.

Home >

2 OAuth2AppReg  #

) Search

| ¢ [ Delete & Endpoints [l Preview featuras

B overview
& Quickstart

#" Integration assistant

Manage
B Branding & properties
5 authentication

Certificates & secrets

I} Token configuration

-

o Got a second? We would love your feedback on Microsoft identity platform (previously

# Essentials

Display name : OAuth?AppReg
lAppIication (client) ID - |
Object ID - I
[Directory genany 0+ ——

Supported account types : My organization only

Step2: Authentication

Under authentication, enable "Allow public client flows" as below.

3 OAuth2AppReg | Authentication =

|/’) Search | <

B Overview

& Quickstart

# Integration assistant
Manage

B Branding & properties

-5) Authentication

}E{j Got feedback?

= ACLULILS I LS DIy 2 tunidl UIELiU Ty Uy USUUUYELIUI R UHITY = SITgIE Leridig

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you ¢an do so using the manifest
editor. Leam more about these resirictions.

Certificates & secrets
:|' Token configuration
2 API permissions
& Expose an API
#i App roles
&2 Owners
ik, Roles and administrators

Ml Manifest

Support + Troubleshooting

ﬂ Troubleshooting

Advanced settings
Allow public client flows ©
Enable the following mobile and desktop flows: I( ' ]

* App collects plaintext password (Resource Owner Passward Credential Flow) Learn more
* No keyboard (Device Code Flow) Learn more=
* SSO for domain-joined Windows (Windows Integrated Auth Flow) Learn maore!

App instance property lock @

Configure the application instance modification lock. Learn more Configure

o
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Step3: Setup API permission
On the same app registration, grant admin consent for users on the APl Permissions as depicted below.

B overview

Quickstart

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
# Integration assistant value in your organization, or in organizations where this app will be used. Learn more
Manage

Configured permissions

Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

9 Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrats + Add a permission ' Grant admin consent for Addovation R&D
"

I Token configuration API / Permissions name Type Description Admin consent requ... Status

“ AP| permissions \ Microsoft Graph (5)

@ Expose an APl

emai Delegated  View users' email address No @ Granted for Addovation,, =+
HL App roles offline_access Delegated  Maintain access to data you have given it access to No @ Granted for Addovation
& Owners POP AccesshsUser Al Delegated  Read and write access to mailboxes via POP No @ Granted for Addovation,, =+
&, Roles and administrators SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. No @ Granted for Addovation
o fznifest User Read Delegated  Sign in and read user profile No @ Granted for Addovation,, *++

Support + Troubleshooting

Step4: Add details to xml file or use configuration interface:

Application (client) Id, Directory (tenant) Id and Redirect URL should be given as values in the Document Agent
configuration file.

<CLIENTID> ##%%Add client id###% </CLIENTID>
<TENANTID> *&+hdd tenant_i didd < /TENANTID>
<REDIRECTURL>https://login.microsoftonline. com/common/oanth? /nativeclient</REDIRECTURL>
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4 Upgrade

4.1 Upgrading old versions to Automation Server 2.1. 33715 or higher.

While performing an upgrade, environments and license key should be added again, due to the fact that
previously configured environments won't be available during and after the upgrade.

5 Limitations

Non-standard configurations in terms of authentication towards IFS Applications is not supported. Also,
customizations that might affect standard API:s being used is not supported, for full list of used queries and
API:s please contact Addovation if in doubt.

Installation of software requires writing to registry in local machine hive.
Addovation does not install any special views or packages in the database.

Change of e-mail authentication requires some change in the plugin DLL as well.
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