)
2
>
O
Q.
>
-+
)
Vg

Office
Automation
Suite V 5.2

Addovation © 2024



Addovation

Contents

1. [La LA ge e [¥Tor T o PSR TROUSRRPRRRPRNE 3
1.1 General features and tEChNICAl INTO.......ii i ettt sttt et s b e e snean 3
1.2 [@feT ] o F= a1 o1 L Y 44 = 4 D O PRSPPI 3

2 INSEAIIATION GUIE ..ovveiiiiiieieitectee ettt b et b e et s bt et e s b e et e sb e et e b e et e s bt e b e sbe e b e s bt e b e sais 4
2.1 ENVIroNmMENnt CONFIGUIAtION .....ccueieiieiiecieeeestee st te et te e e s e et e et eesteeesteesseeesseessseenseesseeesseeenseenseessseensseanseennees 4
2.2 CONFIGUIALION SEELINGS ..nvveiiieeii ettt se e st e st et esab e e bt e e bt e s beesabeesaseeabeesaneebeesnneesnneenneens 5
2.3 P Lo [ Ao o - BT TV O PSSR UUROUSPRRRPPPPRROt 6
2.4 [RTo=Y g Y= (1Y PP PPPPRPNE 7
2.5 SIMPle diSTrDULION = GEE DALCH ....coeveeiieeeeeee ettt sttt e s b e s bt ne e st e e sanesbeesnneeneens 8
2.6 Running scripts during installation — PL*¥SQL......cc.eetiririerieiesieeite sttt sttt sttt st et bt et sae e besaeenbesaneneeens 9
2.7 RIbDDON NAME AN JANGUAEE .. ..veiiieiieeeeee ettt et e e et e e et e e e s ba e e e atae e e abeeeeabaee e ssaeeensbeeeansaeasnsseaaans 11
2.8 CUSTOMIZEA SEEUD ..vviiiiiiie ittt ettt e ettt e et e et e e e ettt e e e ettt e e eeabeeeesbaeeaasseeeasbaeesnseseeansseeeansaaeanssseeassseeesnsasesnssneannns 11
2.9 ([0 1 IEY=] U« OSSPSR 12
2.10 (00T 0] o] L= (IR {0 o PR UUR PR 12

3 [ oYY oY =Y [o] o [ 0] o] =T ot £ SPPTOTUROPRP 13
3.1 Allowance to USE the [FS ACCESS PrOVIAEI ......cccuieiieiieeeieecee st eseeeteesteese e s e e et eseeeteesaseesaeesrteesseesnseensaeenseesnneenne 13
3.2 Presentation ODJECTS FOIr OAS.......oo ittt ettt e st e st e st e e s ate e beesaeeeaeessteeseesaseenseesnseenseeenseenseesnseennseanne 13
33 2T o] oo} 4 TR T PP T PP P PP 13
3.4 Information Merger - CONSIAEIATIONS .....iiiiiiiiiiiiiiiiiee ettt et e s e e e ste e e sbb e e e sbbeeessbaeesnsbeeesssseesnssaeanns 15
3.5 Presentation ObjJeCt DEfiNITiONS. ....c.ciiiiriierie ettt e e e e s e e sae e s eeesaeeenseensee s teesnseeseesneeeseennneanns 15

4 Configuration options POST INSTAIIATION .....cc.eeriiiiece e e et ee et e s e e sae e s eeesneeeseesneeesnesnneenne 16
4.1 INfOrmation aboUt the SOTEWAIE ......oiuiiiieee ettt st st nesbe e snean 16
4.2 LiCeNSE INFOrMEATION ....civiiiiiiiiiiiici bbbt b e bbb s s b e s bbb 17
4.3 P¥e \VZ T Tol=Te o] o o] o30SR 17
4.4 Lo VT o] a1 4 T= 1 PPN 18
4.5 T00IS ettt etttk h e bt bt a e bt h e et e h e et e eh e e b e e Rt e bt eh e e b e e Rt e Rt ehE e b e e a b e bt ehe e bt eatenbeeabeabeeneenbennrenrean 18

Addovation © 2024 Page 1/43



Addovation

5

45.1 PL*SQL SCIIPT @XECULION ...uteteeutiettete sttt ettt sttt st et bt et s bt et esbe et e s bt e b e sbe e b e sbeesbesbe e b e ebeentesbeensesbeentesbeensennis 19
Using OAS With the IFS AUIENa ClIENT ......viiiiiiecee ettt e e e be e e et e e e s bb e e e sabaeeeastaeeesabeeesasaeesansaeeans 21
5.1 [ T = Te [ =TS PPP S TPPPPRN 21
5.2 INSEAITATION ...ttt b bbb st h et b bbb bbb bbb b e b b s 21
QLIS Ao T =T o1 4T o IO PO OPRTRPPRN 24
CrtifiCate CONSIABIATIONS. ... eiiteeiitieie ettt ettt h et h et s bt et s bt et e s be et e she e b e ebeenbesbe e b e ebeentesaeeasesbeentesneebenns 25
7.1 INEFOTUCTION .ttt b et b e st bt e b s b e et s bt et e b e e b e s bt e b e s b e et e s bt e b e sbeennesbees 25
7.2 MaNUAT INSTAITATION .ttt st et sb et b e et s b e et e b s aae s bt e b e sbeennesnean 25
7.2.1 Part 1. Installing using the Addovation MSi fil€ ..........coeiieiinieree e 25
7.2.2 Part 2. Installing using the Addovation Certificate file........ccooeriiiriiiriere e 27
7.3 (DT 01 [0 1Y 4411 | APPSR 30
7.4 GPO FOIl UL 1ottt sb et e b et bttt e bt et sb e e bt e b e e bt sb e e bt e b e e b e s bt e bt ebr et e e bt e bt ennenreene 30
7.5 (2010 B D711 Lo 2RSSR PSPPSRI 33
7.6 Distribution of the Certificate ... 35
7.7 ARErNAtIVE INSTAIATION ..eoueieiie et e et st e e sat e e bt e sateesbeesabe e beesabeesaneenne 35
7.8 Validate Certificate INSTallation ........ccioiiiiiiiiie et ee bbb sne s 36
QLo 10T o1 125 oo 1 4 T = SRS 37
8.1 Tips and tricks regarding disabled Microsoft Office add-iNs........cccveriiiiiiiiiiiiicce e 37
8.1.1 [0=] o - 11 PO P PSP P PP OPPTRPPPPPPP 37
8.1.2 Outlook load timeout - INStall CErtificate .......iiiiiiriiice e 38
8.2 (DI Y o] 1=Te I Te [o K o TSP OO PSR PRPRRPT 39
8.2.1 W I EIISTING .ottt ettt e et e e sttt e e st b e e e st eeesabbeeessbaeeensseeesssbeesasbaeaansseeesssseessabsaesnssneannsns 39
8.2.2 Re-Enable OAS Add-ins from Office appliCatioNS .......cieiiiiiiiiiieiiie et 40
8.3 UPAating the lICENSE KBY ....vii it et e e e st e e e et te e e s tbee e s baeeesbaeesnsseeesssaeaanstaaanns 41
8.3.1 Lol =T T o0 PP 42
8.4 Registry Path variables fOr MS OffiCe......uuiiii ettt s e s ae s e srteesne e sneesneeeseesnneenes 43

Addovation © 2024 Page 2/43



Addovation

1. Introduction

Addovation’s Office Automation Suite (OAS) enables user friendly and process specific tools while maintaining
the benefit of keeping all data in IFS’ well integrated system. OAS is a proper add-in for Microsoft Office that
connects to IFS through the IFS Extended server.

IFS Access Provider

IFS Extended Server

OfficeAutomation.msi
Addovation

Figure 1 Conceptual illustration

1.1 General features and technical info

The Office Automation Suite consists of multiple modules like Document Management, Information Merger,
File Control, Power Tools, Signature etc. They all have the following features:

Proper add-ins for Microsoft Office.

Deployable on multiple platforms and supports multiple IFS/Office versions.
Available in several languages.

Installed through a distributable MSI package.

ANENENEN

1.2 Compatibility matrix

Office Automation Suite is compatible with/requires the following operating systems, frameworks and
applications. Please use the link to see the matrix:

https://www.addovation.com/technical-info-oas/

Addovation © 2024 Page 3/43


https://www.addovation.com/technical-info-oas/

Addovation

2 Installation Guide

This section will take you through a manual installation of OAS. The application may also be deployed using a
deploy tool, of which there are many available. For that reason, we will not cover any of these in this guide.

The Office Automation Suite is installed through an MSI package. Run the .msi file and follow the installation
wizard.

A AddovationOfficeAutomation 5.2.223 x86 Setup — X

Welcome to the
AddovationOfficeAutomation 5.2.223 x86
Setup Wizard

This Setup Wizard guides you through the process of installing,
removing or changing the installation of the Addovation Office
Automation Suite (OAS) on your computer. Click Next to
cantinue ar Cancel to exit the Setup Wizard.

BWAEU GDPR

Figure 2 Installation Wizard first page

2.1 Environment Configuration

A AddovationOfficeAutomation 5.2.223 x86 Setup X
Environment configuration -

i

| Addovation
Select configuration:
Absolute 10 (default’ Environment configurations govern access to
Azure0ls available databases and ease the task of
Azure0l4 switching between them.
Azure018

] Azuren185ky Use the buttons below to add, remove or edit
Azure0s6 existing environments.
RANOREX_Env

t

'

I

| Add new Delete Modify

Back Next Cancel

Figure 3 Environment configuration in Installation wizard
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When installing the software for the first time, you will need to specify which environment(s) you wish to be able
to connect to (see screenshot below, and chapter 2.2). You do this by clicking the Add new button. When upgrading
to a new version, or modifying an existing installation, you may choose to retain the current settings and simply
click Next or make changes to the environment configuration by clicking Modify.

You will be able to choose between the environments in the OAS login dialog, from any of the supported MS
Office applications.

2.2 Configuration Settings

The configuration settings allow you to customize your installation.

Configuration settings

Addovation

Set up configuration parameters here to fit your particular installation. If needed, the settings can be
changed later by restarting the installation wizard, using the "Change” option.

Configuration name IFS version
|Lbsc\ute 10 IFSApplications10 ~

Use as default Use server URL's

Use g OIFS Enterprise Explorer
|

() TFS Aurena
C] Force Windows Authentication

D Use document streaming

Use doc search access group

Back Next I Cancel

Figure 4 Configuration settings

Configuration name: Choose a name that describes the configuration (e.g. PROD and TEST)), if it should be the
default logon choice, and whether IFS is configured for single sign-on or not.

Use server URL’s: Select if your default client is IFS Enterprise Explorer or IFS Aurena.

IFS Version: Choose your IFS version.

Use as default: Defines if the environment is to be default or not for the end users.

Force Windows Authentication: Sets if we should try and enforce credentials with logged on user.
Use document streaming: Should be used in most cases.

Use doc search access group: Should be used in most cases and only displays classes that the end-users have
access to.

If you are not sure what options to check, leave the default values. You can change the values from within the
application at any time.

To add a new environment, you need to specify the address to IFS Extended Server (e.g. server1:58080), the
Application owner (e.g. IFSAPP) and the IFS portal (e.g. http://raceBdemo:58080).

Addovation © 2024 Page 5/43



Addovation

"M AddovationOfficeAutomation 5.2.223 x86 Setup X

Data access information

Addovation

Enter application owner and server Url.

Server URL (e.g. 'https:/fazureserver.domain.com:48480"):

http://race8demo:58080

App owner (e.g. 'TFSAPP'):
[1Fsape

Back Next Cancel

Figure 5 Data access information

2.3 Additional Settings

In the Additional Settings dialog, you can define which classes and formats will be excluded. The field defaults to
the asterisk symbol. You can also define the Document Search URL in this dialog.

™ AddovationOfficeAutomation 5.2.223 x86 Setup X

Additional settings

Addovation

[ Display only default company classes when checking in

Exclude classes and formats where description contains:

Document search URL:

I!secured;’docmaw;’DocT\tIeva. page

Figure 6 Additional settings
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2.4 License Key

You will have received a license key from Addovation upon purchase of the OAS. Please enter the license key
during the configuration of the software.

¥ AddovationOfficeAutomation 5.2.223 x86 Setup X
License and custom settings

Addovation

Enter License key and help Url. You can also enter a specific name that you want to appear on the Office
ribbon tab and choose default language in OAS.

License key (enter all characters including any hyphens):

|pkv5+0zRkQIAhXZRVQ1f885ZYcSWIZGINH3CIRNLcpCMMg51QmFjpzZ FVVpLrPIUBICAICX3CBIYg=

Help URL:
|https:ffvwm.addovati0n.com,-'gett\ng-started-oﬁ"lce-autamation-suite-S-D,"

Ribbon name:

|Of’ﬂce Automation

i p— - =
Language Create environment variable for Program files in natiy
lanquage

English (English
| glish (English) B Allow PowerTools access to VBA project Model
0 Create Firewall rule for using FTP docurnent

[_Juse IFS checkout path for templates e S

Back Next Cancel

Figure 7 Installation settings, license key

In the Help URL field, you can specify what the help symbol in the OAS will point to. Included in the OAS is an
online user documentation. If you do not want to provide your own information, leave the link as is already filled
in.

The Ribbon name field allows the customer to customize the name that appears in the Microsoft Office
application’s ribbon.

The Language dropdown list determines the language used by the add-in in the Microsoft Office application.
The Checkbox Options

The Allow PowerTools access to VBA project model is required to use PowerTools project files. This setting
changes a configuration value in Microsoft Office.

The Create Firewall rule for using FTP document repositories in IFS checkbox ticked opens a port in the
firewall on the computer which allows communication with the FTP server used by IFS Applications.

The Use IFS checkout path for templates checkbox allow users to checkout templates to IFS checkout path
instead of user documents path.
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B AddovationOfficeAutomation 5.2.223 x86 Setup X
License key validation. .
Addovation
The license key entered entitles you access to the listed modules in 0OAS. Click the "Get Batch” buttan to
create a batch installation file or "PL/SQL" button to execute database scripts (e.g. access granting
scripts).
Addovation
Product name Exp. date License state
Information Merger 9/1/2023 Valid
Document Management 9/1/2023 Valid
Quick Reports 9/1/2023 Valid
Signature Management 9/1/2023 Valid
Acrobat Plug-in 9/1/2023 Valid
Document Agent 9/1/2023 Valid
Power Tools 9/1/2023 Valid
Get Batch PL/SQL Back Next Cancel

Figure 8 License validation

When you have entered the right license key, you will receive a validation listing the products and their date of
expiry.

2.5 Simple distribution - Get batch

The ‘Get batch’ option allows you to install the software on several machines, without having to enter your
settings multiple times.

™ AddovationOfficeAutomation 5.2.223 x86 Setup X

License key validation.

Addovation

The license key entered entitles you access to the listed modules in OAS. Click the "Get Batch” button to
create a batch installation file or "PL/SQL" button to execute database scripts (e.g. access granting

| scripts).

|

: Addovation

; Product name Exp. date License state

1

1

| Information Merger 9/1/2023 Valid

| Document Management 9/1/2023 Valid

i Quick Reports 9/1/2023 Valid
Signature Management 9/1/2023 Valid

‘ Acrobat Plug-in 9/1/2023 Valid
Document Agent 9/1/2023 Valid
Power Tools 9/1/2023 Valid

Get Batch PL/SQL Back Cancel

Figure 9 The ‘Get Batch’ button
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If you click the button Get Batch, a .bat (batch) file will be created which can be used to launch the .msi using
the settings you defined in the current installation.

Observe the following with generating the batch file:

. The batch file must be executed by a user having administrator rights
. If you experience problems running from a network drive, try to copy the installation file to a local drive
. The batch file created can only be used to install 32-bit or 64-bit version, depending on the bitness of the

installation file used to create it.

.....

Figure 10 Save the .bat file on a local drive
A batch (.bat) file and a Power Script (.PS1) file is generated at your chosen location.

When you want to distribute the software to other computers, download the .msi, the.bat and the .PS1 file to the
chosen computer. Open the .bat file and right click ‘run as administrator’. The installation file will then run with
your chosen parameters, installing OAS on the computer.

2.6 Running scripts during installation - PL*SQL

If this is the first time you run the OAS installation in the company, your administrator needs to run the PL*SQL
function and execute all the main scripts that follows the installation. These scripts do the needed changes to the
IFS installation to make OAS works as intended, without running the scripts, OAS will not work properly.

The main scripts are those listed in the Execute PL*SQL scripts dialog shown below.
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"8 AddovationOfficeAutomation 5.2.223 x86 Setup X
License key validation. .
Addovation
The license key entered entitles you access to the listed modules in OAS. Click the “Get Batch” butten to
create a batch installation file or "PL/SQL” button to execute database scripts (e.g. access granting
scripts).
Addovation
Product name Exp. date License state
Information Merger 9/1/2023 Valid
Document Management 9/1/2023 Valid
Quick Reports 9/1/2023 Valid
Signature Management 9/1/2023 Valid
Acrobat Plug-in 9/1/2023 Valid
Document Agent 9/1/2023 Valid
Power Tools 9/1/2023 Valid

Get Batch PL/SQL

Back

Next Cancel

Figure 11 Automatic installation of scripts

Execute PL"SQL scripis
using MS| resources

. Seripts to be executed:

Addovation

ADDO_SETUP

ADDO_PRES_OBJ_CORE
DDO_PRES_OBJ_DOCMAN

ADDO_PRES_OBJ_INFO_MERGER

[¥] ADDO_PRES_OBJ_LABELS_MAILING

[¥] ADDO_PRES_OBJ_SIGNATURE

[¥] ADDO_DEFAULT_GRANTS

rannn NEMA

Execute using

| | ™ Single SignOn
Username:
Password

Emvironment: [Fgackse 10 B

E Browse

Figure 12 Execute PL*SQL scripts

Click on the PL*SQL button and type in your
username and password (Usually IFSAPP or
IFSADM) and the environment where you would
like to install the scripts.

If you have scripts saved to your hard drive, you can
browse for these using the ‘browse’ button. Click
‘Execute’ to run the scripts and to give the necessary
access and grants. The wizard will confirm that the
scripts were run successfully. You may have to enter
parameters for some of the scripts.

Following the installation are a few additional
script files that can be executed to insert additional
data into the IFS database, e.g., scripts to insert
profiles etc. The files can be found in the
installation folder under:

Office Automation/SQL_SCRIPTS/AdditionalScripts

Important Notes!

Be aware that these additional scripts are sample
scripts that need to be thoroughly inspected and
verified before they are executed. They do not
necessarily meet the requirements for your
company needs, but can be edited to do so.

Some of the scripts may already have been
modified and executed (like e.g. the “Addovation
OAS Installation ) which would mean that if the
supplied standard script is executed, it will
overwrite the modifications done and you will lose
them.

Some of the scripts are tailored to support a given
IFS version (like e.g. IFS 9), they are marked with
“ IFS9” in the name. It will not work to use an

IFS9 marked script to update an IFS 10 database.

Addovation © 2024

Page 10/43




Addovation

2.7 Ribbon name and language

You are free to call the ribbon name to whatever suits
your organization, in the ribbon name field. This step
also allows you to select the language you prefer.

The setting ‘Allow Power Tools... ‘modifies a macro related setting within MS Office, which is necessary for

" AddovationOfficeAutomation 5.2.223 x86 Setup X

License and custom settings

Addovation

| Enter License key and help Url. You can also enter a specific name that you want to appear on the Office
| ribbon tab and choose default language in O.

License key (enter all characters including any hyphens):

‘\pk\thﬂ)lﬂkqsﬂ\hx R cpCMMg51QmFjp; PLIPIUBICEICKICEIVg==

Help URL:
‘hnps://www.addnvamn.:nm/gemng started-office- automation-suite-5-0/

| Ribbon name:
[IFs Doc Ma}

Language

Create enviranment variable for Program files in natng
lanauaae
(8 Allow PowerTools access to VBA project Model

l_l Create Firewall rule for using FTP document
repasitories in IFS

English (English)

(") use IFS checkout path for templates

Back Next Cancel

Figure 13 License and custom settings

Power Tools based solutions to function Make sure that the ‘Allow PowerTools...” is ticked if you use

Addovation’s customized Excel solutions.

2.8 Customized setup

Under ‘customized setup’ you can select the way
the features are to be installed for the various MS
Office components. Click on the icons in the tree
list to adjust the installation for the components.

M Addovation

Custom Setup

Addovation

Select modules to be installed.

Choose how modules are to be installed on your computer by clicking the icons in the tree
below.

Document Management Document management add-in
S +| mformation Merger
©-| signature Management
& ~| Fower Tools

This feature requires 6220KB on your
hard drive. It has 4 of 4 subfeatures
selected. The subfeatures require 4K8
on your hard drive.

Location: C:\Program Files (x86)\Addovation\Office Automation\ T

Reset Disk Usage Back Next Cancel

Figure 14 Custom setup

Addovation © 2024

Page 11/43




Addovation

2.9 Install setup

Now you are ready to install OAS 5.2. Click
install button to complete setup. ™ AddovationOfficeAutomation 5.2.223 x86 Setup = x|

Ready to install Addovation

AddovationOfficeAutomation 5.2.223 x86

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

) mstall

Figure 15 Installation launch page

2.10 Complete setup
When the installation is completed, this screen
ShOWS Up ™ AddovationQfficeAutomation 5.2.223 x86 Setup = x|
. . . . . Completed the
Untick the View User Guide if you don’t want it Addovation%fﬁceAutomation 5.2.223 86
Setup Wizar

to open.

Click the Finish button to exit the Setup Wizard.

Click Finish, and you’re done.

[ —— = coce

Figure 16 Installation wizard complete page
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3 Presentation Objects

OAS is a client-side application that communicates with IFS through the IFS Extended Server. When using
OAS, a user must log on using their own user credentials. All business logic and access control mechanisms that
exists in IFS is fully obeyed by OAS.

To make it easy to grant access, OAS comes with predefined presentation objects.
3.1 Allowance to use the IFS Access provider

The easiest way to do this is to use the standard permission set FND_PLSQLAP. Users must have this (or
equivalent) to run anything through IFS Access Provider.

3.2 Presentation objects for OAS

To make it easy to set up OAS, we have defined a set of presentation objects that are required to run the various
modules within OAS.

For each of the modules there are Database Objects and for some modules there are also presentation objects that
correspond to a particular button in the ribbon.

IFSApplications

I Accounting Rules

I Accounting Rules Web

i Addovation - Mobile Solutions

i Addovation - Office Automation

#-[C][Z)Addovation Document Agent

#-[C][Z)Addovation Inventory Part Planning Version 1 [Cust]

+-[V][79Addovation OAS- Core Objects

+ MBAddovatlon OAS - Document Management

#-[V][2)Addovation 0AS- Information Merger

#-[V][Z) Addovation OAS - Labels and Mailing

#-[v][7Addovation OAS - Quick Reports

+ BAddovanon OAS - Signature Management

- BAddovatlon Power Tools - Simple Migration Tool for Excel

+ BControls the access to Building Blocks menu items in the Automation Assistant [Cust]
+ [ Controls the access to Building Blocks tab in the Automation Assistant [Cust]

+ EjControls the access to Custom Query menu item in the Automation Assistant [Cust]

9]
*
+
+

Figure 17 Examples of presentation objects by component

3.3 Ribbon

There are three mechanisms in the ribbon that governs button visibility.

. If the company / user has a license to run the module or not
. If user has permission set granted to specific button(s) or not
. If user is logged on to the database or not.

Addovation © 2024 Page 13/43
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OB R O E A @'“"”“"‘”""“ ERgl;

Y B O

Check CheckIn  Create From Documents Document Document Find B Clearlnfo Automation Sion Manage Sign  Options  Help
In New New Rev Template = Overview  Card~  Actions ¥ Info D( Delete ~ Assistant 3 In
File Control Document hianagement Information Merger Signature General - Azure013

Figure 18 Addovation Ribbon buttons that may be controlled by PO’s

The highlighted buttons are governed by the presentation objects that are listed below. E.g. Automation Assistant
button is governed by presentation object displayed below.

Note that until the user has logged on, it is not possible to know if the user has grants or not. That means some
buttons and button groups will be invisible until the user is logged on.

& IFSApplications

[ Accounting Rules

Accounting Rules Web

-l Addovation - Mobile Solutions

= | Addovation - Office Automation

CJ[E)Addovation Document Agent

CJ[Z)Addovation Inventory Part Planning Version 1 [Cust]

Addovation OAS- Core Objects

[Z)Addovation 0AS - Document Management

[Z)Addovation 0AS- Information Merger

= 045 - Labels and Maili

= 0as

[Z)Addovation 0AS - Signature Management

[Z)Addovation Power Tools - Simple Migration Tool for Excel

[ [Z) Controls the access to Building Blocks menu tems inthe Automation Assistont [Cust]

) 2 Controls th inthe Assistant [Cust]

[Z][Z] Controls the access to Custom Query menuitem in the Automation Assistant [Cust]

(%] [ Controls the access to Mailings and Labels tab in the Automation Assistant [Cust]

[4) [ Controls the access to Media tab in the Automation Assistant [Cust]

[“][Z] Controls the access to the tab tabin th [Cust]

][] Controls the display of RMB Export Quick Reports [Cust]

[J[Z] Controls the display of RMB Import Quick Reports [Cust]

][ Controls the display of RMB Modify Quick Report [Cust]

Glale Is the display of the " Assistant” button in Offi ger button group [Cust]
[ [2] Controls the display of the "Clearinfo” buttonin Office Automation Information Merger button group [Cust]
jmconuols the display of the Create mailings” menu in Automation Assistant - Grid Query [Cust]

S|
D]

DERREE

<]

(][] Controls the display of the "Delete Properties” by gerbutton group [Cust]
(][] Controls the display of the "Document Properties”button in Office Automation Document Management button group [Cust]
[¥] [ Controls the display of the "Document Properties” button in Offi Document groupin application [Cust]
[F[Z) Controls the display of the "Find" button in Offi Document b [Cust]
jmconmls the display of the "Manage" (Signature) button in Office Automation Signature button gmup [Cust]
[4) [ Controls the display of the "Object connection” button in Offi Document [Cust)

[Z) Controls the display of the "Release Document” button in Office Automation Document Management button group [Cust]
[2) Controls the display of the “Show Formulas™button in Office Automation Information Merger button group [Cust]

[“] [ Controls the display of the "Sign"button in Office Automation Signature button group [Cust]

[ Controls the display of the Check In (and close) button in Office [Cust]

[Z) Controls the display of the Check In and Continue button in Office [Cust]

[Z) Controls the display of the Check In and Release button in Office [Cust]

[Z) Controls the display of the Check In and Release button in Outlook [Cust]

[Z] Controls the display of the Check In button in Outlook [Cust]

(2] Controls the display of the Create Document buttonin Create New Document from Template dialog [Cust]

[Z) Controls the display of the Get Template button inthe Create New Document from Template dialog [Cust]

[E) Controls the display of the Letter Date and Sender field group in Office [Cust]

[Z) Controls the display of the Letter Date and Senderfield group in Outlook [Cust]

[J[Z) Get data operation is allowed [Cust]

&-[] [Z)Power Tools: Inventory Part Planning

@[] [ Power Tools: Supplier Migration
@[] [EPower Tools: User management
&[] [Z Save operation is allowed [Cust]

&E.&&&&EB&'&&'&&&&&‘&’&'&& EREERAEREER

e

[}
@
[}
®
®
®

Figure 19 Examples of presentation objects by component
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3.4 Information Merger - considerations

Note that for Information Merger we have created presentation objects for the “core operations”. However, there
are no presentation objects for objects like Project and WorkOrder that may be connected to an object.

3.5 Presentation Object Definitions
The presentation object definition files are located under the Program Files folder e.g.

C:\Program Files (x86)\Addovation\Office Automation\SQL_SCRIPTS

Note that every new version of OAS may come with new or modified functionality that may require access to new
database objects, which means that the presentation objects scripted in these script files may have been modified
or new objects added. So, whenever a new version of OAS is installed, the scripts should always be re-executed.
Go to the OAS Options | Tools | PL*SQL dialog to do this. You need the application owner password to
perform this operation.
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4 Configuration options post installation

When you have installed the OAS, you will have the opportunity

= =~ to obtain information from, and change/ reconfigure the software.
v E} '\?j' This can be done by clicking on the Options button in the
Sign Options Help Addovation ribbon.

In

General - Azure007

Figure 20 Options button Not all pages in this dialog is included in this document. Please
see the Assistance OAS 5.2 User Guide for the complete
coverage of all pages in this dialog.

4.1 Information about the software

In the Options dialog you’ll find information Information About the OAS version you have installed on
about the OAS version you have installed. your compute, including version and a purchased modules
overview:

Aot “ et
Version =
A ’ A
Office Automation Suite 52 e Londed Components .

BB

BB

Ll L ed L

““““

Figure 21 About page Figure 22 Version info page

The Diagnostics... button at the bottom left-hand side can be executed at any time and by anyone to create a
diagnostics report that can be reviewed and even sent to Addovation in case any issues occur.

The Sign In button simply opens the Sign in dialog.
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4.2 License Information

The License page shows you all your currently

wo - o purchased product licenses.
:"’”“' B2 License nformasion

You can also add and update your personal license
from this page. You will also see a list of the
products you have registered for, the license state and
the expiry date.

uedte;  Addevation AS

Expiration date State

Buiding Blocks
PDF Building Blocks
Advanced Mail Merge

Web Order Valid
POF Agent sk
Delrvery Tcket vabd
Labels and raiings vabd
A5 Uplink ek
Gutiook Syncronization ek
Persanallcense
No perserallicense s added Add pessonal license

Diagnostics

Figure 23 License info page

4.3 Advanced options

The two last Options pages, Environments and

oRs Optes - Tools requires a password to be entered to, to be
§ g able to edit the pages.

el Click one of the page selectors and enter the
4 password when asked for.

B e} -

Figure 24 Tools requires a password to be entered
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4.4 Environments

OAS Options - o x
About =
Ty Environments
Version -
Set up database targets and connect information
License
4=
Dochlan Environment rlfl Azured0? -
ew
Preferences
Connection App owner IFSAPP
s Class format exclude filter
Database URL .
Environments htp:
Toals Search URL sec DocTileOvw.page
Server URL itp
Clienttype FS.EE -
Database type: IFSApplicationsd -
Edit
Diagnostics. Sign In oK Cancel

From the Environments page, you can view
and edit existing environment definitions and
create new (requires application is run as
administrator).

Figure 25 Environments page

4.5 Tools

OAS Options - 8>
About -
E‘ﬁ Administrative tasks
Version
Tools
License
Dese Man Please note that some of these tools need clevated privileges. Be aware that some
of these operations will influence on how the system performs for all users.
Preferences )
Reset admin password Mew password
Connection
Execute SOL from 0AS 50L...
IFS
Run scripts that follows the DAS installztion pLrsaL
Environments
Tools Network Impersonation
Username dara
Password
Demain ADDOVATION

Enable impersonation =

Diagnostics... Sign|n oK Cancel

Figure 26 Tools page

From the Tools page, several powerful
tools and configuration options can be
reached. From the Tools section you
have the following additional options.

e New password — Gives you the opportunity to change the default Admin password. Note that the new
password is stored in IFS, and as such may vary from one environment to another.
e SQL — Opens SQL dialog for executing simple SQL queries from within OAS

e PL*SQL — Opens a dialog for executing PL*SQL scripts

Addovation © 2024
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These are not to be described in detail here, please refer to the OAS User Guide for a closer description on usage.
However, we’d like to draw your attention to the PL*SQL script execution option, which makes it possible to
execute the mandatory installation scripts like under the installation wizard.

4.5.1 PL*SQL script execution

The PL*SQL button opens a dialog for executing PL*SQL scripts. This is also a typical administrator task to

perform.

This dialog is intended for executing scripts that
follows the OAS installation that creates all
needed presentation objects in the IFS database.
The dialog is also available during installation of
the OAS software.

By default, these scripts are included in the list
of scripts to execute. They need to be executed
only once, as they insert permanent object to the
IFS database that is the target of the operation.

You can un-tick all the standard scripts and
browse for any other scripts that you want to
execute.

Enter Username and Password and target database before
hitting the Execute button. The Single Sign On
checkbox must be used when targeting a single sign on
configured IFS installation.

e COAS 5.2.223 X86

Execute PL*SQL Scripts

Select scripts to be executed from the list below. Additional scripts may be added to the list by
using the Browse button.

Scripts | Execution Log

v Script name Result
v ADDO_SETUP Not executed
v ADDO_PRES_OBJ)_CORE Not executed
v ADDO_PRES_OBJ_DOCMAN Not executed
v ADDO_PRES_OBJ_INFO_MERGER Not executed
v ADDO_PRES_OBJ_LABELS_MAILING Not executed
v ADDO_PRES_OBJ_SIGNATURE Not executed
v ADDO_DEFAULT_GRANTS Not executed
v ADDO_PRES_OBJ_DOCAGENT Not executed
Execute using Browse
Single Sign On
Username: IFSAPP
Password: | wreeeeeeaas |
i ent: zure018 -
Environment: | Azure018 Execute Cancel

Figure 27 PL*SQL Scripts execution dialog
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The scripts used by the OAS installation contain variables that have to be filled in when run manually:
&ProfileName
&ProfileSection

&ProfileValue

Windows (Ct) » Program Files » Addovation » Office Automation » S0L_SCRIPTS »

~ MName - Date modified Type Size
AdditionalScripts 30.09.2022 14:47 File folder
H ADDO_DEFAULT_GRANTS.sql 0.00.2022 03:17 SQL File 4KB
m_wl ADDO_PRES_OBJ_CORE.sq| 30.09.2022 03:17 SQL File 5KB
Mj ADDO_PRES_OBJ_DOCAGENT.sql 30.09.2022 03:17 SQL File KB
jlADDO_PRES_OEJ_DOCMAN.sqI 30.09.2022 03:17 SQL File 27T KB
Mj ADDO_PRES_OBJ_INFO_MERGER.sql 30.09.2022 03:17 SQL File 13 KB
m_wl ADDO_PRES_OBJ_LABELS_MAILING.sql 30.09.2022 03:17 SQL File 6 KB
Mj ADDO_PRES_OBJ_SIGMNATURE.sql 30.09.2022 03:17 SQL File TKB
mj ADDO_SETUP.sql 30.09.2022 03:17 SQL File KB
D MAMNDATORY_FILES.bet 30.09.2022 03:17 Text Docurnent 1KB

Figure 28 PL*SQL Scripts in OAS

Example:

ProfileName: "Addovation OAS Installation”

ProfileSection: "User/Addovation/OAS"

ProfileValue: "5.2.225" <the OAS BuildNumber, for example 5.2.225>

|
é BEGIN

select profile id into ProfileId from &RO..Fndrr Client Profile WHERE PROFILE NAME = 'Rddovation ORS Tnstallation';

EXCEPTION
WHEN NO_DATA_FOUND THEN
profileId := NULL;

= END;

El IF Profileld is null THEN
&RO..Fndrr_Client Profile Api.Create Base (Profileld ,|'Zddovation ORS Installation')};
= END IF;

&AC..Fndrr_Client Profile Value Api.Set Value (ProfileIld ,|'User/Addovation/ORS' , 'RDDO DEFAULT GRAENTS',
COMMIT ;

Figure 29 Example values for parameters
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5 Using OAS with the IFS Aurena client

With OAS 5.1.210 and later, you can use OAS together with Aurena in a seamless way. To get this working
there are a few prerequisites and things you need to do.

5.1 Prerequisites
For OAS to work seamlessly together with the IFS Aurena client, you need to

1. Set the Chrome Web browser as your default browser
2. Install the Chrome Extension IFS Aurena Extension

5.2 Installation

There are several ways to accomplish the above, one way is
to follow the guidelines below x

1. From the Sign in dialog in OAS, click the Test Url v Sign in
button in the expanded view (Test connection
section), see picture to the right.

2. Now the Chrome web browser open like shown in amivonmert | Aoy .
the figure below. Here you can actually see if the 1 Renember me
IFS Aurena Extension has already been installed — ©om Fep ez

. . . . ptions
like in this case (hover over the IFS icon and Server settings
review the tool tlp) Server hittp://azureD7: 58080

App owner IFSAPP

Username dara

Password | v

IFS Version IFsApplications? -
Single Sign On

Clear
Test connection

Ping Test DB Testud [

Click this button to try if the speficied SErver UmTworks. | - 1

Connected to Azure007

Figure 30 Using Test Url to access IFS
Applications page

Click on the Add-ons section. A new page is
o] - L displayed, showing different information
i . . b ’ regarding what to do to get IFS running
properly in different situation. We want to
turn your attention to the second bullet point.
Her it is described how to install the IFS
Aurena Extension.

Welcome to IFS Applications 10

Follow the instructions and use the download
links provided here.
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[N - o X

& azured13.addovation.com:45080/add -on.html * T @ EFOAHES

RnD IFS10 x 4+

@ Usefull shortcuts () DevOps Office Au [8 Digicert portal

Add-ons:

« I running Chrome as default browser, you need fo install an extension to get the IFS Enterprise Explorer links 1o work propery.
‘The extension consists of two parts, an mi file that needs to be in<talled on the client machine
and a Chrome extension that needs to be installed from Chrome Web Store.

- Ifyou are running the Aurena web ciient on Windows and with Chrome as you default browser, itis possible to get more native functionality
It will give you improvements to Document Management and Printing among other things
The Aurena Agent consists of two parts, an msi file that needs ta be installed on the client machine
and a Chrome extension that needs to be installed from Chrome Web Store

TFS Print Agent nstalarons
& Download IFS Print Agent Dot Net installation version.

= To run IFS Document Management in Microsoft Offics you need to install the Dacument Management Offics Add-In
As a prerequisite you need to install Visual Studie 2010 Tools for Office Runtime (Run vstor_redist.exe 1o install the Visual Studio Tools for Office runtime)
For more information about installing and configuring the add-in, open the online documentation for IFS Applications and navigate to Topics / Create and Maintain Document /
Office Add-In

- Torun IFS Document Management in [BM Lotus Notes you need to install the Document hanagement Widget for Lotus Notes.
The widget can be installed by performing ‘drag and drop' of the above ik to the My Widgets' panel of an IBM Lotus Notes Client.
In case the above link fails to install, then download the zipped update site through Update site for Document \Widget for Lotus Notes, and follow the instructions in
Readhle bt included in the zip fle
For more information about installing and configuring the widget, open the oniine documentation for IFS Applications and navigate to Topics / Create and Maintain Document /
1BM Lotus Notes Widget

« Torun IFS Business Reporier in Microsoft Excel you need to install IFS Business Reporter Add-In
© Microsoft Installer (MSI) option
= IES Business Reporter MS! installer
o CiickOnce installation option
= IES Business Reporter ClickOnee installer
- Toinstall IFS Business Reporter pre-requisites, run IFS Business Reporter
- Toinstall IFS Business Reporter - ClickOnce Installer Utiity, run IES Business Rej

uisites Setup.
rier - Clicknce Installer ity Set

« Torun IFS Project Management in Microsoft Project you need to install the Microsoft Project Add-In
As a prerequisite you need to install Visual Studio 2010 Tools for Office Runtime:

To run IFS Asset Information Integration Manager you need to install the Asset Information Integration Manager.

« To create and update data in IFS Applications using Microsoft Excel you need to install the IF'S Data Migration Excel Add-in
As a prerequisite you need to install Visual Studio 2010 Tools for Office Runfime

« TorunIFS Time Clock client you need to install the Time Clock ciient

To run and develop NET based add-ins for IFS you need to install the IFS NET Access Provider

KPI Services requires the SQL Server ADOMD and AMO providers based on the system type of the client computer.
o ADOMD Provider for SOL Server - for 32 bit OS, for 64 bit 05
© AMO Provider for SQL Server - for 32 bil 0S, for 64 bit 05
11 you would like to install these providers via Microsoft web site, download SQL_AS_ADOMD.msi, SQL_AS_AMO.msi based o the System type of the client computer from
Microsoft® SQL Server® 2014 Feature Pack or Microsofi®) SQL Server® 2016 Feature Pack

« To enable Skype for Business / Lync integration for Streams you need to install the Lync 2010 SDK Redistributable
« To run Warehouse Data Collection on a scanning device operating on Windows Mobile OS, you need fo install the Wadacolnstaller CAB on the scanning device

~ To setup the latest Demand Plan Client, use the Win22clientzin.
To fresh install the latest version, use the setup.exe. To upgrade with the latest patch, copy the files in Patch folder o the existing installation.

Figure 31 IFS Applications Add-ons page

The next thing you need to do is to tell OAS that you want to use the Aurena client as your default client. This is
done by

Open e.g. Word (remember Run as administrator to be able to make changes to the
environment)

b. Log on to the environment in question

c. Open the OAS Options dialog

d. Tick the Use Aurena as default IFS Client (note that this checkbox is visible only if you are
targeting an IFS 10 installation). The Client type dropdown will automatically change to
IFS_AURENA:
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OAS Options

About
Version
License
Doc Man
Preferences
Connection

IFS

Environments

Tools

— )
[_ﬁ Environments

Set up database targets and connect information

Environment

App owner

Class format exclude filter
Database URL

Search URL

Server URL

Client type

Database type:

SWT,\\, Delete

Azured13 -

IFSAPP
https://azure013.addovation.com:48080
/secured/docmaw/DocTitleOvw.page

https://azurel13.addovation.com:42080

IFS_AUREMNA -

IFSApplications10 A

Single signon

Default environment
Apply company Class Filtering

| Use document streaming

+| Use Aurena as default IFS Client

Diagnostics...

Sign In oK Cancel

Figure 32 OAS Options | Evironments page

e. Click the Save button

When this is done, everything should be ready for OAS — Aurena collaboration:

e When documents are checked out from IFS, they are opened and recognized as OAS
documents (provided they are checked in from OAS)

e Documents checked in using OAS will (as before) be marked as OAS created documents

e Any links used from OAS, pointing to pages in IFS will open the corresponding page in

Aurena.
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6 Test connection

From the expanded Log on dialog, the following options can be used to test your settings:

Ping: This allows you to verify the server connectivity (Note: Some network configurations block the ping
command). Even if ping is not successful it might be possible to communicate with IFS Extended server.

Test DB: This verifies whether the extended server is reachable via the access provider.

Test URL: This option will open the web browser and navigate to the URL you specified in the configuration

settings.

You can also temporarily change the environment configuration directly from the OAS, under the Option
button. This will be saved as a custom environment.

N
v Sign in

Username alain
Password e

Environment Azurel13 -
| Remember me

Keep me signed in
@ Options

Server settings

Server https://azurel13.addovation.com:48080
App owner IFSAPP

IFS Version IFSApplications 10
Single Sign On

Clear

Test connection

Ping Test DB Test Url

Connected to Azure07

Figure 33 Test connection section
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7 Certificate considerations

7.1 Introduction

Office Automation Suite (OAS) is a digitally signed application, which means that you know that the software
you are running is the original software and that no-one has tampered it.

The Trusted Publishers certificate store contains information about the Authenticode (signing) certificates of
trusted publishers that are installed on a computer. A publisher is any developer or software company that has
created and distributed a digitally signed add-in. The certificate associated with the digital signature must be
issued by a reputable certificate authority (CA).

If the verifier is offline or blocked (disconnected from the Internet) it is impossible to check certificate-
revocation data, or to verify time stamps if they are present (expiry). The root certificate authority who issued the
certificate must be trusted by the user. If any of these scenarios occur, the verification of the add-in may be
delayed or impossible, in which case the add-in may be deactivated by the Office Application.

For OAS to work optimally, it is strongly recommended to install the Addovation Certificate on your
computer(s).

There are several ways to this, in this guide we provide you with

e Manual installation with a step by step instructions to how this can be done in an easy way.
e  Tips on how one can deploy the certificate from the IT department

7.2 Manual Installation
There are two starting points for installing the certificate manually:

e If you are provided with the certificate file itself, you can skip part 1 of the installation steps and go
directly to part 2.

e If you have access to the msi file (Addovation installation package), you can install the certificate using
this file, as described in part 1 and complete the installation by doing steps 3 through 5 in part 2.

In the following section, all step to install the Certificate and place it in the Trusted Publishers location is
provided

First, to install a certificate into the Trusted Publishers store, you must have administrator rights on your
computer.

7.2.1 Part 1. Installing using the Addovation msi file

If you have the Addovation msi file, you can complete the installation of the certificate from the .msi file. If you
have the certificate file itself, skip Part 1 and go directly to Part 2.
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Install by following these steps:

I ﬂ AddovationOfficeAutomation 5.2.225 xB6.msi Properties X
Custom Details Pravious Versions
Locate the msi file, right click on the file and choose ool ot o s W e
m AddovationOfficeAutomaton 5.2 225 k86 mai

Properties in the pop-up menu.

Typeofle:  Windows installer Packsge (msi)
Opens w3l Windows® insialler Change

Location CUsersiniarDownloads
Size: 412 M8 (43286528 bytes)
Seondisk 412 MB (43206520 bytes)

Created Fiiday, May 26, 2023, 10:47.57 AM
Modiiedt Friday. May 26. 2023, 10:43:08 AM

Accessed  Today. May 26.2023. 25725 PM

Anbutes [JRead-only [ Hidden Advanced

Figure 34 General

In the upcoming dialog, click Digital Signature tab

"3 AddovationOfficeAutomation 5.2.225 x86.msi Properties X
Custom Details Previous Versions
General Compatibility Digital Signatures Security
| Signature list

Name ofsign.. Digestalgort.. Timestamp
Addovation AS shal Friday. May 26.2.

Details

oK Cancel Apply

Figure 35 Digital Signature
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Now, click on the Addovation signature in the list
and click Details

General | Advanced

—:, Digital Signature Information
g’ This cigital signature is OK.

Signer information

Name: [addovation
E-mail: Mot avaiable
Signing time: |m‘ april 2014 04:09:00
View Certificate

Countersignatures

Name of signer:  E-mai address:  Timestamp

COMODO Time S... ot available 20, april 2014 04:09:00

Detais

Figure 36 General

Click the View Certificate button, the dialog below
appears:

General | Details | Certification Path

Lg Certificate Information

This certificate is intended for the following purpose(s):

#Ensures software came from software publisher
 Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: Addovation

TIssued by: VeriSign Class 3 Code Signing 2010 CA

Valid from 20.10.2012 ko 20.12.2015

Install Certificate...| | Issuer Statement

oK

Figure 37 Install Certificate

Click the Install Certificate... button

Go to Part 2 of the installation guide and proceed
from step 3 to the end.

7.2.2 Part 2. Installing using the Addovation Certificate file
Provided you have a certificate file, you can install the certificate by following the steps below.

If you do not have a certificate file, install from the installation file (.msi file) as described in Part 1.
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Home Share View

@ ~ " I Desktop AN ) Search Desktop 2
— - 1
B Desktop |, Files File folder
.-‘ Downloads | IFS Applications File folder
“‘.;' Recent places [ Addovation Intrane... 1KB  Pinned Site Shortc...
“# Dropbox [#¥ Addavation Support 1KE  Pinned Site Shortc... [
. “3] Addovation.cer 2KB Security Certificate  (
& OneDrive D Bluetooth Network ... TKE  Shortcut 1
Copy of Graf oljean... 20KB  Microsoft Excel W...
18 This PC . BT Nemanry 1 KD Charkro -
I Deskiop ¥
43items 1 item selected 1,33 KB

Figure 38 Locate Certificate file

1. Locate the certificate file, right click and choose Install Certificate

2. The Certificate installation wizard will appear

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User

() Local Machine

To continue, dick Next.

Figure 39 Import wizard
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3. Click Next button. Choose the
Place all certificates in the
following store and then click
the Browse... button. The
Select Certificate Store dialog
appears:

(&) # Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select 3 certi
the certificate.

() Automatically select the

- ) ) Select the certificate stare you want to use.
(®) Place all certificates in th

Certificate store: -
{ | Personal

{ | Trusted Root Certification Authorities
{ | Enterprise Trust
{ | Intermediate Certification Authorities

S8 f Trusted Publishers

5 intrieted Certificaten
<

[]show physical stores

Figure 40 Certificate import wizard

4. Select the Trusted Publishers store and click OK. A confirmation page is shown:

The certificate will be imported after you dick Finish.

ou have spedified the following settings:

Completing the Certificate Import Wizard

Certificate Store Selected by User [T S RaTLl 12

Content Certificate

o The import was successful,

Cancel

Figure 41 Certificate import wizard and confirmation dialog

5. Click Finish. The installation is confirmed.

This completes the installation for a local computer.
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7.3 Deployment

Complete the steps above to install on your local computer. Open certificate manager for local machine run >
certim.msc. Export the certificate as DER encoded X.509 and save it on a network share, your company’s
deployment share or another appropriate location.

& L* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
® DER encoded binary X.509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Micrasoft Serialised Certificate Store (.SST)

Next Cancel

7.4 GPO roll out:

1. Open Group Policy and check that the Office 2013/2016 Administrative Templates are installed

o If the templates are installed, you will see the “Microsoft Outlook 2013/2016” in the User
Configuration > Administrative Templates > Microsoft Outlook 2013> Miscellaneous path

o If the templates are not installed, you can download the templates from Microsoft. See Administrative
Template files (ADMX/ADML) and Office Customization Tool for Office 365 ProPlus, Office 2019,
and Office 2016
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=]

|m Action  View Help

EJ Local Computer Policy
a4 (& Computer Configuration
[ Software Settings
» [ Windows Settings
» [ Administrative Templates
4 i, User Configuration
p [ Software Settings
&[] Windows Settings
PR Administrative Templates
» [ Control Panel
5 [ Desktop
4 7 Microsoft Qutlook 2013
1 [ Account Settings
] Customizable Error Messages
> [7] Disable ltems in User Interface
| Disable Update Notifications
[ 7] Folder Home Pages for Outlook Special Fo
[ "] Form Region Settings
7 InfoPath Integration
7] Meeting Workspace
[7] MIME to MAPI Conversion
4 | Miscellaneous
] Miscellaneous
[ 7] PST Settings
1» [ Outlock Options
] Qutlook Secial Cennector
7] Outlock Today Settings
[ Search Folders
p & Security
b [ Metwork
(7] Shared Folders
] Start Menu and Taskbar

>

List of managed add-ins

Edit policy setting

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:

This policy setting allows you to
specify which add-ins are always
enabled, always disabled
(blocked), or configurable by the
user, To block add-ins that are not
managed by this policy setting,
you must also configure

the "Block all unmanaged add-
ins" policy setting.

To enable this policy setting,
pravide the following information
for each add-in:

In "Value name," specify the
programmatic identifier (ProglD)
for COM add-ins.

To obtain the ProglD for an add-
in, use Registry Editar on the client
computer where the add-in is
installed to locate key names
under

HKEY_LOCAL MACHINEVSOFTWA
RE\Microsoft\Office\ Outlook\Addi
ns or

v

Setting

[ ] Miscellaneous

|| PST Settings

| Add new categories

|£| Extend Outlook Autosave te include encrypted e-mail mess...
|£] Block all unmanaged add-ins

|| Disable Windows event lagging for Outlock add-ins

|| Disable VLV Browsing on LDAP servers

|£] Do not show unread message count on Windows Welcome ...
|| Do not expand Contact Groups

i=| Do not download rights permission license information for |
B
] Managing Categories during e-mail exchanges
] Prevent MAP! services from being added

|| Prevent users from adding e-mail account types

of managed add

Prevent users frem making changes to Outlook profiles
Specify delay before sending people search request

] Set the time-out interval for Outlook people search

|£] Do not display "Open this task” button for workflow tasks

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Comment

2.

5[] System HKEY_CURREMT_USER\SOFTWARE
T Windmue Crmnanante ¥ | \Microsoft Office\ Outlook\Addins
< > Extended /4 Standard /
16 setting(s)

Enable the “List of managed add-ins” policy setting
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List of managed add-ins Previous Setting ‘ ‘ Mext Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on: At least Windows Server 2008 R2 or Windows 7

Opticns: Help:

. N This policy setting allows you to specify which add-ins are
List of managed add-ins always enabled, always disabled (blocked), or configurable by
the user. To block add-ins that are not managed by this policy
setting, you must alse configure the "Block all unmanaged add-

ins" policy setting.

To enable this policy setting, provide the following information
for each add-in:

In "Value name," specify the programmatic identifier (ProglD) for
COM add-ins.

To obtain the ProglD for an add-in, use Registry Editor on the
client computer where the add-in is installed to locate key names
under HKEY_LOCAL_MACHIMNE\SOFTWARE\Microsoft\Office
YOutlook\Addins or HKEY_CURRENT_USERNSOFTWARE
Microsoft\ Office\ Outlook\Addins.

You can also obtain the ProglD of an add-in by using Office
Telermnetry Dashboard.

oK || Cancel ‘ Apply

3. See “Show” button. Add entries for “Addo2.DocMan.Connect” and
“Addo8.0OfficeAutomationCore.Connect” (the add-ins progld) and set the Value to “1” in this setting. The
value “1” means that add-in cannot be disabled by users.
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7.5 PDQ Deploy

Use this method to deploy the certificate with the free deployment software PDQ Deploy from your computer.
This requires you to be domain admin. The tool can be downloaded from here:

https://www.pdg.com/pdg-deploy/

The certificate should be located on ex. a file share. Create a .bat file with the following content:
certutil.exe -addstore TrustedPublisher “\\<path_to_network_share>\Addovation AS.cer”

Create a new package in PDQ Deploy

rrl PDQ Deploy 17 (Release 2) Free Mode
File Edit

7

rﬂ Welcome to PDQ Deploy

Give the deployment a name and add a new “Install” step

['Tl Addovation AS Certificate - Package

File Edit Steps View

- 0o e

ewv Paste Help
Type i (5] | Install etails ‘ Conditions @ | Options | O

@ Command @
] - lame |Addovation AS Certificate
g; ﬂ PowerShell @

#:  Nested Package @i ersion |

83 File Copy @ escription

ﬂ Scan @

Give the step a name and browse the .bat file located on you network share. Press save.
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m Addovation AS Certificate - Package

File Edit Steps View

H®

Save MNew Step

Help

|Ty'-3e to filter

[ /. Step 1 - Install

Step Title| Install

Details | Conditions £ | Options 0 |

Install File

File Details

Deploy with right mouse click on the package and then deploy once

» B3 Package Library

4 Packages
i. il Open Ctrl+0O
_| %% New Package Ctrl+N
"% | New Target List Ctrl+Shift+T
New Folder Ctrl+Shift+F
P,‘j Duplicate Alt+Insert
%% Deploy Once Ctrl+D
Approve

m Deploy Once - Addovation AS Certificate

Packages Choose Packages
% _\Addovation AS Certificate

| Enter Computer Name

Choose Targets |

Leave default settings and choose target active
directory, then locate the computers / group you
want to deploy and click deploy now.

‘ Options ‘ O

Credentials

ADNDON,

0 Targets

Start Deployment fron

@ Active Directory |D
: PDQ Inventory
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Addovation AS Certificate
Packages
¥4 Deployments m Schedules .: Retry Queue
1 Deployment
j ID Created Elapsed Time Targets = | Failed Successful Package Folder
3 5, 82 2019-11-29 10:21 3 minutes 51 secon... 67 . T T R ges
¢ Open Deployment Status Ctrl+Shift+D
23 | Redeploy Ctrl+R
@ Redeploy to Failed Targets Ctrl+Shift+R
Copy Ctrl+C
@ Print Preview Ctrl+P
71 Reports 3
ﬁ'j]' Delete Del
Select None Cirl+A

7.6 Distribution of the certificate
As mentioned, there are several ways to deploy a certificate, another way is to use PowerShell:
Import-Certificate -FilePath mycertificate.cer -CertStoreLocation Cert:\LocalMachine\TrustedPublisher
or
certmgr.exe -add mycertificate.cer -c -s -r localMachine TrustedPublisher
or

certutil -addstore "TrustedPublishers™" mycert.cer TrustedPublisher "Trusted Publishers"

7.7 Alternative installation

As mentioned, there are several other ways to obtain and install a Publishers Certificate, a couple of them
described below. If the above description does not fit your needs, please contact Addovation or learn more using
the links below.

http://office.microsoft.com/en-us/word-help/add-remove-or-view-a-trusted-publisher-HA010034138.aspx

http://technet.microsoft.com/en-us/library/ff428091.aspx
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7.8 Validate Certificate Installation
If the certificate were correctly installed it should be visible from Outlook.

File > Options > Trust Center > Trust Center Settings > Trusted Publishers

Addovation AS should be listed as a trusted publisher.

Trust Center ? *

[v]

Trusted Publishers Trusted Publishers

Trusted Locations

Issued To |Issued By | Expiration Date
Addowvation AS Symantec Class 3 SHA256 Code Signing CA  27.02.2022

Trusted Documents
Trusted Add-in Catalogs
Add-ins

ActiveX Settings

Macro Settings

Protected View L

Message Bar | View || Remove |

|| Cancel |

If the certificate is missing, an indication button will also appear in the OAS ribbon:

File Home Insert Draw Design Layout

Y 20 1

Log Options Help = Cert

On missingr}
General - Mot connected

Missing Certificate

The trusted publisher certificate
issued by Addovation for Microsoft
Office is not installed on this
computer, which degrades
perfoermance and may cause issues.
Click the button to learn more on
how to remedy the issue
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8 Troubleshooting

8.1 Tips and tricks regarding disabled Microsoft Office add-ins

This section contains tips and tricks on how to prevent Microsoft Office and, in particular Microsoft Outlook,
from disabling Addovation add-ins. Consider this section as a recommendation to read through if you experience
such problems.

8.1.1 Repair

If you run into problems and cannot resolve them, our recommendation is to run the OAS built-in “Repair”
functionality. You do this by opening the Installed apps window from the start menu (RMB click on the
Windows Start flag and select Installed apps from the context menu:

Settings. - 0 X ||=
Change, repair, or remove installation :
el o cprcin o whtaprtorm Addovation
Apps > Installed apps
Search app: Change
Let's you change the wiey OAS Features are installed. You may also define new,
Find a setting delete or modiy exsting Emeronment configurators.
Filter by: Al drives v ™ Sortby: Name(AtoZ)
B System Repe i the most recent installation by fidng missing and corrupt fles,
121 apps found shortcuts, oG regstry entries.
© Bluetooth & devices
semove
7-Zip 22,01 (x64) 2
@ Network & intemet Bel 250 | tgorpaio Remaves AdovaionOffceAutomation 5.2215 x86 from your computsr.
# Personalization L
y  AddovationOficeAutomation 52215 185
52.215 Addovatior 5/26/2023 Back Cance!
| & Aops
Modify/
®
Accounts Appium Server GUI 122.3-4
ot Q oum el Uninstall
® Time & language
@ Gaming Augcf{narionSemerzusssJSst 263 MB
K Accessibility
AV1 Video Extension
9 rierien @ Avseosenion _—
@® Windows Update
2 Azure Data Studio G05MB e
B 1411 | Microsoft Corporation | 31372023 NG
Browser for SQL Server 2022 BIMB
16010006 | Microsoft Cc | 3157202 o
g G 0KB -
Microsoft Corporation | 3/15/2023 ‘ Egel

In this window, click on the AddovationOfficeAutomation ... app and click the Modify button, after which the
installation wizard for OAS opens. Now, click next and then the Repair button as shown above.
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8.1.2 Outlook load timeout - Install certificate

Timeout (too long time spent loading the add-ins) seems to be a problem mainly in Microsoft Outlook.
Addovation OAS is a digitally signed software which means that Microsoft Outlook will trust the software if the
certificate is installed and skip some checking routines (including online lookups) and thereby making it load
faster.

The important part here is that the software is signed within the time period defined valid in the certificate
currently rolled out. If the problem persists, it can also be related to network issues causing the load procedure to
time out.
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8.2 Disabled add-ins

A key prerequisite for Outlook to load the OAS add-ins quickly enough to avoid disabling is that the associated
certificate is installed and available in Microsoft Office (under "Trusted Publishers™). If the certificate is not
installed on the local computer, Outlook must verify the add-in with a call to an external authority on the Web.
This could potentially cause a delay and is strongly instrumental in making add-ins automatically disabled and
blocked by Outlook.

The certificate that the OAS add-ins uses is the same for all versions. Expiration date does not have the same
effect on the software as for regular certificates. The certificate is included in the installation package (.msi) that
you receive from Addovation, and section 0 in this Guide explains how to install it.

When Outlook blocks add-ons, an entry is automatically created in Registry under:

e HKCU\Software\Microsoft\Office\l6.0\Outlook\Resiliency\DisabledItems

For the add-in to be loaded into Outlook, you need to remove the values from the Registry.

We recommend customers to install the certificate on all computers that are to use OAS. If this is done, and you

still experience that the add-ins are disabled, the next measure would be to explicitly tell Office not to disable the
add-in, also known as a whitelisting. This is done by adding specific registry entries to the Registry. How to do

this is explained in the next section.

8.2.1 Whitelisting

By adding a Registry entry, you can prevent a Microsoft Office application from blocking an add-in. This must
be done for each Office application (see the Registry paths used below) where you want a whitelisting. The
entries can be inserted into both the HKCU and HKLM registry hive.

e HKCU\Software\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAd
dInList

OAS for Outlook has two add-ins:

e Addo2.DocMan.Connect
e Addo8.OfficeAutomationCore.Connect

Sample commands that can be used in a Batch file:

REG ADD "HKCU\Software\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAddInList" /v
Addo2.DocMan.Connect /t REG_DWORD /d 1 /f

REG ADD "HKCU\Software\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAddInList" /v
Addo8.0fficeAutomationCore.Connect /t REG_DWORD /d 1 /f

REG ADD "HKLM\Software\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAddInList" /v
Addo2.DocMan.Connect /t REG_DWORD /d 1 /f

REG ADD "HKLM\Software\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAddInList" /v
Addo8.0fficeAutomationCore.Connect /t REG_DWORD /d 1 /f
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Further information can be found here:

https://docs.microsoft.com/en-us/office/vba/outlook/concepts/getting-started/support-for-keeping-add-ins-
enabled

If the end-user is still experience problems, then please try to log on to the same computer with another
Microsoft Windows user. If this user is not experiencing the same problems, the former user profile may be
corrupted and probably has to be rebuilt.

8.2.2 Re-Enable OAS Add-ins from Office applications
You can manually check and enable the OAS add-ins in the File->Options dialog from the office applications.
Add-ins -> COM Add-ins -> Go
Addovation Add-ins should be checked/enabled.

Similarly check for any disabled add-ins in the Disabled Items -> Go. Enable any Addovation Add-ins.

General

IE‘ View and manage Microsoft Office Add-ins.

Display

Proofing Add-ins

5
Save Name ~ i

Language Active Application Add-ins

Accessibility ‘.Addovation Document Management C\Program Files (x86)\Add  COM Add-in
y— Addaovation Information Merger C:\Program Files (x86)\Add  COM Add-in
Addovation Office Automation Core C\Program Files (xB6)\Add ~ COM Add-in
UEEmER Addovation Signature Management C\Program Files (x86)\Add ~ COM Add-in
Quick Access Toolbar Date (ML) C:\Program Files (xB6}\Co Action

Add-ins Instant Messaging Contacts (English) C\Program Files (x86)\Co  Action

Measurement Converter [Measurement Converter) C:\Program Files (xB6)\Co Action

Trust Center
PDFMaker.OfficeAddin C:\Program Files\Adobe\A ~ COM Add-in
Telephone Number (XML) C:\Program Files (x86)\Co Action

Visual Studio Tools for Office Design-Time Adaptor for C\Program Files (x86)\Micr  COM Add-in
Word

Add-in: Addovation Document Management

Publisher: Addovation AS

Compatibility: Mo compatibility information available

Location: C:\Program Files (x86)\Addovation\Office Automation\AddoShim.dIl

Description: ~ Addovation Document Management

Manage: | COM Add-ins

Cancel

Add-ins available:

ﬂ Addovation Document Management

ﬂAddovation Information Merger Cancel
| BAddovation Office Automation Core
| gAddovation Signature Management Add

|_| OneMote Motes about Word Documents

° OneMote-tilldgget Linkade anteckningar

B roFMaker. OfficeAddin Remoue
ﬂ\-fisual Studio Tools for Office Design-Time Adaptor for Word

Location: C:\Program Files (x86)\Addovation\Office Automation\AddoShim.dll
‘ Load Behavior: Load at Startup

|

e —
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General

r View and manage Microsoft Office Add-ins.

D
Proofing Add-ins

Save

Name ~ Location Type
Language Active Application Add-ins
Accessibility |ndda'.-'at|an Document Management C\Program Files (x86)\Add  COM Add-in

Addovation Information Merger C:\Program Files (x COM Add-in

ation Office Automation Core ogram Files (x86 COM Add-in

Customize Ribbo _ -
ustomize Ebon ation Signature Management \Program Files (x COM Add-in
Quick Date (XML) ogram Files [
Add-ins Instant Messagi ts (English) R .
ram Files Action

The items listed below are disabled because they prevented \Program Files\. ' COM Add-in
‘Word from funictioning correctly, or your system administrator
has disabled them through Group Policy.

Please note that you may have to restart Word for these A\l T ¢ 86 ic COM Add-in
changes to take place.

Select the ones you wish to re-enable,

Action

utomation\AddoShim.dil

Manage | Disabled Items

Cancel

8.3 Updating the license key

e  Through the installer
o Run a modify/change of the installation and update the key

&l

" AddovationOfficeAutomation 5.2.378 x86 Setup >

License and custom settings

Addovation

Enter License key and help Url. You can also enter a spedific name that you want to appear on the
Office ribbon tab and choose default language in OAS.

License key (enter all characters induding any hyphens):

B TMXMNr IOWTYm25HGGGEkzxxFEC 3AIbMMDs JbmEbs[¥jAQH Y] JURCNY ZW SNETHCN4VAD 7Tnm|

Help URL:

|htb:|s:,.".."'A"A"N.addovaﬁon.comfgetﬁngﬂtarhed -office-automation-suite-5-0/

Ribbon name:

|Addo\ration

LT Cl'e_ﬁte environment variable for Program files in
native lanauage

English (English) - B allow PowerTools access to VBA project Model

[ use IFS checkout path for templates [ Creah_e Fi_reu\_'all rule for using FTP document
repositories in IFS

. v

e Inthe registry
o Update the relevant place in the computer registry
o Key can be found in following places depending on the bitness of the installed application
=  Compute\HKEY_LOCAL_MACHINE\SOFTWARE\Addovation
=  Compute\HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Addovation
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOWE&432Node\Addovation\Solutions\Configuration

v ~ WOW8432Node Name Type Data
~ ~d Addovation a5 (Default) REG_SZ (value not set)
2 ';‘“t_"m““‘”tsce"’ef’ . 35 AccessVBOM REG_SZ True
; :; S!E::HTEH entiguratien g?]HeIpURL REG_SZ https:/fwww.addovation.com/getting-stal
: g ey Qﬂln;taIILanguage REG_5Z
Doclian ab| REG_SZ UUjAeW-pr3pcM-xswfC-LcAI7f-tn3)5g-
Logoninfo | ab| RibbonMName REG_SZ Addovation
MessageTracking 3_‘_'] SetupVersion REG_SZ 5.2.378 xB6
Ribbaon _‘_‘_’]S\Ientsignon REG_SZ False
Startup 3_‘_'] UseDocCheckoutPathAlways REG_SZ
8.3.1 License Expiry
e Warning and error messages will appear when click OAS Addvation tab
e Warning period - 30 days before license expiry
e  Grace period - 10 days after license expiry
e Valid/Warning period /Grace Period:
OAS 5.2.374 X86
License Warning!
[] One or more of your licenses have expired, or are about to
2 expire:
- Document Management: expired
- Information Merger: expired, in grace period
- Quick Reports: soon to expire
OAS Options . ol
About X
o %{j License information
Version
Licenses and expiration dates
License l
Doc Man Company license issued to:  Addovation
Licensed products:
Preferences
Product name Expiration date State
Connection Document Management 02/20/2024 Expired
IFS Information Merger 02/27/2024 Grace
Quick Reports 03/06/2024 Warning
Environments Signature Management 04/30/2024 Valid
Tools
e Expired:

OAS 5.2.374 X86

OFFICE AUTOMATION SUITE

License has expired
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8.4 Registry Path variables for MS Office

e If end- user experience the below error, while installing OAS

Welcome to the
AddovationOfficeAutomation 5.1.268
x86 Setup Wizard

#3 AddovationOfficeAutomation 5.1.268 x86 Setup X leyou

. Addovation Office Automation is based on the MS Office
l-SS Applications 2007, 2010 or 2013, Please, install any MS
Office Application (Word, Excel, PowerPoint, Outiook)
and then retry installing Addovation Office Automation.

o Verify the 'Path' variable in Registry entries

o ComputenHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App
Paths\Winword.exe

o ComputenHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVVersion\App
Paths\excel.exe

o ComputenHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App
Paths\OUTLOOK.EXE

o ComputenHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App
Paths\powerpnt.exe

BN Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\excel.exe

v _ App Paths MName Type Data
- 1ZFM:"E 3_‘_'] (Default) REG_SZ C\Program Files (x86)\Microsoft Office\Root\ Office 16\EXCEL.EXE
~ Acrobat.exe ab| Path REG_SZ C:\Program Files (x86)\Microsoft Office\Root\Office16
.. Acrobatinfo.exe ab] SavelRL REG 57 1
avel
.. chrome.exe "
ab|UseURL REG_SZ 1

_ devenv.exe
- dfshim.dll
. excelexe

~ cmmgrid.exe

_ firefox.exe
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